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Certificate of Registration

Privacy Information Management System - ISO/IEC 27701:2019

By Royal Charter

This is to certify that:  Alibaba Cloud Computing Ltd. Fif Bz A PR A 7]
West Tower T6, UK Center (EFC) 91330106673959654P
No. 1122, Xiang Wang Street r
Yuhang District WL 4
Hangzhou BN T
Zhejiang RALX
311121 AT 1122 5 R’ SE G ft, (EFC)
China e oL PR TE il BLEE

Mi4m: 311121

Holds Certificate No: PM 719796

and operates a Privacy Information Management System which complies with the requirements of ISO/IEC
27701:2019 for the following scope:

Please see scope page.

)

For and on behalf of BSI:

Michael Lam - Managing Director Assurance, APAC

Original Registration Date: 2019-11-15 Effective Date: 2021-11-04
Latest Revision Date: 2022-10-10 Expiry Date: 2024-11-03
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=2 ..making excellence a habit.

This certificate is not the legal certificate and is for presentation purposes only.
Refer to the legal certificate for full details of schemes and scopes.
This certificate remains the property of BSI and is bound by the conditions of the contract.

Further clarifications regarding the scope of this certificate and the applicability of ISO/IEC 27701:2019 requirements may be obtained by consulting the
organization.

Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 345 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.
A Member of the BSI Group of Companies.


https://pgplus.bsigroup.com/CertificateValidation/CertificateValidator.aspx?CertificateNumber=PM+719796&ReIssueDate=10%2f10%2f2022&Template=cnen

Certificate No: PM 719796

Registered Scope:

The provision of PII information life cycle (including collection, storage, use, commission processing,
sharing, destruction) management processes (including account registration and management, product
purchase and use, customer support and online marketing applications) involved in services provided by
Alibaba Cloud and Alibaba Cloud's cloud computing services.

Alibaba Cloud’s cloud computing services including:

---Cloud Computing Infrastructure Services (Elastic Compute Service, Block Storage, Auto Scaling, Batch
Compute, Resource Orchestration Service, Function Compute, Simple Application Server, Elastic HPC,
Container Registry, Dedicated Host, Container Service for Kubernetes, Elastic GPU Service, ApsaraDB for
Redis, ApsaraDB for MongoDB, ApsaraDB for Memcache, Data Management, Table Store, ApsaraDB for
Hbase, ApsaraDB for PolarDB, Database Backup, Data Lake Analytics, Graph Database, Database Expert
Service, Object Storage Service (0OSS), Apsara File Storage NAS, Cloud Storage Gateway, Hybrid Backup,
Hybrid Disaster Recovery, Intelligent Media Management, Express Connect, Data Transfer Plan, Global
Accelerator, Server Load Balancer (SLB), NAT Gateway, Virtual Private Cloud (VPC), VPN Gateway, Elastic
IP, Shared bandwidth, Alibaba Cloud PrivateZone, Cloud Enterprise Network (CEN), Smart Access Gateway,
Content Delivery Network (CDN), P2P CDN, SCDN, Edge Node Service (ENS), Dynamic Content Delivery
Network (DCDN), Enterprise Distributed Application Service, Message Queue, Performance Testing, Global
Transaction Service, Message Queue for Apache Kafka, Application High Availability Service, Data
Transmission, Lightning Cube, Application Real-Time Monitoring Service, Cloud Monitor, Database
Autonomy Service, Cloud Hosting, Elastic Desktop Service, Cloud Config, Logic Composer, Serverless
Workflow, Serverless Application Engine, Database File System, Operation Orchestration Service, ApsaraDB
for ClickHouse, Alibaba Cloud Service Mesh, Cloud Database Dedicated Cluster, ApsaraVideo for VOD,
ApsaraVideo for Media Processing, ApsaraVideo for Live, Real-Time Communication, Container Service,
AnalyticDB for PostgreSQL, Archive Storage, AnalyticDB for MySQL, PolarDB-X, Cloud Photos, Apsara File
Storage for HDFS, Cloud Service Bus, Visual Edge Computing Service, Alibaba Cloud Linux, PrivateLink,
Elastic Accelerated Computing Instances, Photo and Drive Service, EventBridge, CloudBox, Cloud Managed
Network, Cloud Governance Center, Hybrid Cloud Storage, Elastic Container Instance, Alibaba Cloud DNS,
Prometheus Service, Tracing Analysis, Microservice Engine, Apsara Devops, Time Series and Spatial-
Temporal Database, Dragonwell, Elastic Web Hosting, Cloud Web Hosting, Resource Access Management,
Resource Management, ActionTrail, Cloud Architect Design Tools, Node.js Performance Platform, Log
Service, Alibaba Cloud Distributed Cloud Container Platform for Kubernetes, Elastic Cloud Phone, Compute
Nest, TransitRouter, Quantum Computing Simulator, SmartHosting, Al editor, Appstreaming, Storage
Capacity Unit, EFLO Intelligent Computing, Network Intelligence Service, Cloud connector, Managed
service for Grafana, Cloud Data Transfer, Apsara Video PaaS, Edge Network Acceleration, Database
Gateway, Intelligent Media Services, IPv6 Gateway)

---Big Data (Elasticsearch, Realtime Compute for Apache Flink, E-MapReduce, Data Integration,
DataWorks, DataHub, Databricks Datalnsight, Data Lake Formation, Machine Learning, Bigdata Expert
Service, MaxCompute, Hologres, OpenSearch, AIRec, Graph Compute)

---Security (Security Center, Key Management Service, Bastionhost, Anti-DDoS, Cloud Firewall, Content
Moderation, ID Verification, Fraud Detection, Web Application Firewall, SSL Certificates Service, Server
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Certificate No: PM 719796

Registered Scope:

Guard, Data Encryption Service, DB audit, Data Security Center, Managed Security Service, Crowdsourced
Security Testing, Identity as a Service (IDaaS), Unified Endpoint Management, Secure Access Service
Edge)

---Enterprise Applications (Domains, HTTPDNS, API Gateway, Direct Mail, Alibaba Mail, Robotic Process
Automation, Alibaba Cloud Mobile Push, Mobile Hotfix, Mobile Feedback, Mobile Testing, Emas, Company
Registration, Premium Photos and Design, Dedicated DingTalk, DingTalk Exclusive, CloudQuotation,
Teambition, Trademark, YiDA, Copyright and Patent service, DingTalk, BizWorks, Energy Expert,
Linkedmall, AI Supply Chain, Alibaba Cloud Procurement & Sales, DingTalk Meeting, Aliyun Business
Application Platform, Fin Smart Engine, Multi Terminal Ecommerce Mall, DingTalk Professional, Energy
Brain, Apsara Stack Operations Center )

---Artificial Intelligence (Intelligent Speech Interaction, OCR, Face Service, Image Recognition, Natural
Language Processing, Visual Compute Service, Machine Translation, City Visual Intelligence Engine, Retail
Image Recognition, Multimedia Al, 3D Space Reconstruction, Intelligent Visual Production, Address
Purification, Visual Intelligence API, Cloud Traffic Control Center, HoloWatcher, Bee Bot, DataV, Outbound
Bot, Cloud Customer Service System, Data Resource Platform, Enterprise Profile, Genomics, Intelligent
Vision, Idrs Service, Cloud Call Center, Data Bot, IoV Command Center, Retail Bot, Smart Conversation
Analysis, AI Dispatching Center, AI Oral Language, Cloud Gaming Platform, Knowledge Graph Platform,
Industrial Visual Intelligence, Recommendation Engine, Alibaba Education Platform, ET Brain Industrial,
Healthcare Intelligence. Vision Engine, Voice Navigator, Brain Industrial, Optimization Solver, Analytical
Insight of Earth, Healthcare Intelligence. Knowledge Engine, Digitized Virtual Human, City Brain. Public
Security, Cloud Exhibition, Intelligent Visual Marketing, City Brain. Smart Hospital)

---Internet of Things (IoT Platform, IoT Internet Device ID, Alibaba Cloud Link WAN, IoT Edge, Link Visual,
IoT Security Operation Center, City Link, AlinPlat)

Organization role: PII Controller, PII Processor.

This is in accordance with the Statement of Applicability version 3.2, issued on Jul. 7, 2022. (ref.
1S027001:2013 certificate number IS 591687)
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Certificate No:

Registered Activities:

The provision of cloud computing data center operation and maintenance services based on third-party IDC.

PM 719796
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Hangzhou 1

East China 2 Shanghai Zone L

East China 5 Nanjing Zone A

East China 1 Hangzhou Zone B

East China 1 Shanghai Finance Zone Z
North China 2 Beijing Zone H

North China 2 Beijing Zone B

North China 2 Beijing Zone C

East China 2 Shanghai Zone A

East China 2 Shanghai Finance Zone A
East China 2 Shanghai Zone B

South China 1 Shenzhen Zone A
South China 1 Shenzhen Finance Zone A
South China 1 Shenzhen Zone B
South China 1 Shenzhen Finance Zone B
North China 1 Qingdao Zone B
Singapore Zone A

Silicon Valley Zone A
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Hongkong Zone B

South China 3 Guangzhou Zone A
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Frankfurt Zone A

Dubai Zone A

Virginia Zone A

Hangzhou 2

North China 2 Beijing Zone D

North China 2 Beijing Zone E

North China 2 Beijing Gov Zone A
South China 1 Shenzhen Zone C
North China 3 Zhangjiakou Zone B
North China 2 Beijing Zone |

North China 3 Zhangjiakou Zone C
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Certificate No:

Location

PM 719796

ALIBAB-0047453910-031
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ALIBAB-0047453910-037
ALIBAB-0047453910-038
ALIBAB-0047453910-039
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East China 2 Shanghai Zone D
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SouthWest China 1 Chengdu Zone A
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North China 2 Beijing Gov Zone B
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North China 2 Beijing Gov Zone C
London Zone A

South China 1 Shenzhen Zone D
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East China 2 Shanghai Finance Zone G
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East China 2 Shanghai Zone G
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Mumbai Zone A

East China 2 Shanghai Zone K

East China 2 Shanghai Finance Zone K
East China 2 Shanghai Zone F

East China 2 Shanghai Finance Zone F
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(3kxR0) FTTARAKA
(3kxR0O) FTAKA
(Ak#&B) TTAXB

(GHiR)
(GHEiR)
(£®)
(HLM)
(HLM)
(dtm)
(Atm)
(T
(HLM)
(HLM)
(@)
(£®)
(E®)

ATAXA
ATFXB
ATFXB
ATAX)

ERl= TREKX)
aTRAX)

K% = JBKXD
ATFXB
ATAXK
SRz TTRXK
ATAKXG
ATFXB
ATFXB

(Rl TAXG

#4t2 (JbR) TEKXA

#4b6 (B=%=fM) FJBEKXC
#4t2 (dbR) TEKI

#4t2 (dbR) TEKI

Oefl IEXA

E8 THEKXA

#IR2 (L8) ITRAXM

&8 TJBKXD

#IR2 (£8) IBXN
#4462 (b)) FEKXK

#ik2 (At:R) &Rtz THEKXK
#4t2 (dbR) FEKL

#ik2 (ItR) &Rz TBKXL
#ik2 (It;R) &Rtz TEKXZ
#i2 (JtR) BS= JBKE
#4t2 (Jbw) TEKI

FEMMA ATEKXC

B/R THEKA

E=5eiE RXC

Original Registration Date: 2019-11-15
Latest Revision Date: 2022-10-10

This certificate is not the legal certificate and is for presentation purposes only.
Refer to the legal certificate for full details of schemes and scopes.
This certificate remains the property of BSI and is bound by the conditions of the contract.

Further clarifications regarding the scope of this certificate and the applicability of ISO/IEC 27701:2019 requirements may be obtained by consulting the

organization.

Hangzhou 3

Hangzhou 4

East China 2 Shanghai Zone H

East China 2 Shanghai Zone |

East China 2 Shanghai Zone J

North China 6 Ulangab Zone A
North China 6 Ulangab Zone B

North China 3 Zhangjiakou Zone A
North China 3 Zhangjiakou Zone A
SouthWest China 1 Chengdu Zone B
Chengdu

South China 2 Heyuan Zone A

South China 2 Heyuan Zone B

East China 2 Shanghai Zone B

East China 1 Hangzhou Zone J

East China 1 Hangzhou Finance Zone J
North China 2 Beijing Zone J

North China 2 Beijing Gov Zone D
South China 3 Guangzhou Zone B
East China 1 Hangzhou Zone K

East China 1 Hangzhou Finance Zone K
East China 2 Shanghai Zone G

East China 2 Shanghai Zone B

East China 2 Shanghai Zone B

South China 1 Shenzhen Zone G
North China 2 Beijing Zone A

North China 6 Ulangab Zone C
North China 2 Beijing Zone |

North China 2 Beijing Zone |

Manila Zone A

Bangkok Zone A

East China 2 Shanghai Zone M
Hongkong Zone D

East China 2 Shanghai Zone N

North China 2 Beijing Zone K

North China 2 Beijing Finance Zone K
North China 2 Beijing Zone L

North China 2 Beijing Finance Zone L
North China 2 Beijing Finance Zone Z
North China 2 Beijing Gov Zone E
North China 2 Beijing Zone |

Jakarta Zone C

Soul Zone A

Frank Zone C

Effective Date: 2021-11-04
Expiry Date: 2024-11-03
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Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 345 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.
A Member of the BSI Group of Companies.
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