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Control ID in CCM

Consensus Assessment Questions

tes in Chinese

Application and Interface Security: Controls AIS-01 through AIS-04

AIS-01.1:
Application & Interface
Security - Application
Security

Do you use industry standards (Build Security in Maturity Model [BSIMM]
benchmarks, Open Group ACS Trusted Technology Provider Framework, NIST,
etc.) to build in security for your Systems/Software Development

Lifecycle (SDLC)?

A, B 2 C251S027001 45 [8 FRbaiie AR B HESC IR EE S T 7 fh e A A C
Secure Product Lifecycle, fRIFRSPLC) BT H 25 Jy s b= ik B s il () 25 7 b &2 A A iy
F, AR 2 AR BN SR A A

Yes, Alibaba Cloud has established a Cloud Secure Product Lifecycle (SPLC) with
reference to international standards such as ISO27001 and corresponding best
practices. Integrate security into the entire product development life cycle.

AIS-01.2:
Application & Interface
Security - Application
Security

Do you use anautomated source code analysis tool to detect security defects in
code prior to production?
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Yes, Alibaba Cloud follows the rules in the SPLC process and scans the code base
through an automated code security scanning tool to ensure that products that fail
the code scan and products that fail the manual code security audit cannot be
officially launched. Detailed control measures can be found in the SOC2/3 report.

AIS-01.3:
Application & Interface
Security - Application

Do you use manual source-code analysis to detect security defects in code prior
to production?

2 0 PR ZMESPLORAR R AIUE - i B ARG ZE S T R TS R A
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Yes, Alibaba Cloud follows the rules in the SPLC process and scans the code base
through an automated code security scanning tool to ensure that products that fail
the code scan and products that fail the manual code security audit cannot be

Security officially launched. Detailed control measures can be found in the SOC2/3 report.
Yes, Alibaba Cloud has established supplier management policy, and has clarified the
AIS-01.4: 2 NEZSHEHIEHNEHEENE - BEHNHNENZ 2 EBERPIEH 7 28 |compliance of its information security management system in the security

Application & Interface
Security - Application

Do you verify that all of your software suppliers adhere to industry standards for
Systems/Software Development Lifecycle (SDLC) security?

ZREBAZNFTEY  ANENAE AN RIONBSRWITE - ZEHATEHE
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management requirements for suppliers. At the same time, all cloud products that
have gone online should pass architecture review, security technology review,

Security aFr @ - compliance review to ensure that the scenarios involving third-party software vendors
can meet the security requirements of Alibaba Cloud before the product goes online.
AIS-01.5: Yes, Alibaba Cloud follows the rules in the SPLC process and scans the code base

Application & Interface
Security - Application
Security

(Saas only) Do you review your applications for security vulnerabilities and
address any issues prior to deployment to production?

2 0 [TE ZBESPLCRAZ hALE - B H ARG 2 T RS T HRIB A
> PRIERBG AR BT A6 » RET A TABZ R SR g A ER B4 - 4
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through an automated code security scanning tool to ensure that products that fail
the code scan and products that fail the manual code security audit cannot be
officially launched. Detailed control measures can be found in the SOC2/3 report.

AIS-02.1:
Application & Interface
Security - Customer Access

Requirements

Are all identified security, contractual and regulatory requirements for customer
access contractually addressed and remediated prior to granting customers
access to data, assets and information systems?
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Yes, Alibaba Cloud demonstrates the security capabilities of the cloud platform
through various forms of customer-oriented legal agreements, authoritative third-
party audits/certifications, and cloud security white papers.

AIS-02.2:
Application & Interface
Security - Customer Access
Requirements

Are all requirements and trust levels for customers’ access defined and
documented?
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Yes, the security of applications built on Alibaba Cloud is the joint responsibility of
Alibaba Cloud and the customers. Alibaba Cloud is responsible for the security of the
underlying cloud

service platform and providing security services and capabilities to customers, while
customers are responsible for the security of applications built based on Alibaba
Cloud services.

AIS-03.1:
Application & Interface
Security - Data Integrity

Are data input and output integrity routines (i.e., reconciliation and edit checks)
implemented for application interfaces and databases to prevent manual or
systematic processing errors or corruption of data?
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Yes, based on data security management policies, only legitimate (or expected) users
can modify data through access control. At the same time, the integrity protection of
user data can be enhanced by verifying algorithms in data transmission and storage.

AIS-04.1:
Application & Interface
Security - Data

Is your Data Security Architecture designed using an industry standard (e.g.,
CDSA, MULITSAFE, CSA
Trusted Cloud Architectural Standard, FedRAMP, CAESARS)?

& FIETET B B EENTRS R T BUEE 24  H S =07 RBIAERIE
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Yes, the requirements of Alibaba Cloud based on its own business operations involve
data security architecture, and certification of data security architecture is verified by
third-party authority certifications, such as ISO 27001, SOC 2/3 reports, etc.

Security/Integrity
Audit Assurance and Compliance: Controls AAC-01 through AAC-03
AAC-01.1: Do you produce audit assertions using a structured, industry accepted format

Audit Assurance &
Compliance - Audit Planning

(e.g., CloudAudit/A6 URI Ontology, CloudTrust, SCAP/CYBEX, GRC XML, ISACA's
Cloud Computing Management Audit/Assurance Program, etc.)?

i PR R SeiE N T BN 5 =TT AU IR ERI 1 > 401SO 27001 ~
SOC2/34: -

Yes, Alibaba Cloud has passed certifications and audits of dozens of third-party
authorities globally, such as ISO 27001 and SOC2/3 reports.

AAC-02.1:
Audit Assurance &
Compliance - Independent
Audits

Do you allow tenants to view your SOC2/ISO 27001 or similar third-party audit
or certification reports?

R, B H Z L T ARSR IR SOC2/34R 45+ 1SO2700LMERIE-B iR fkea /. H Ak
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Yes, Alibaba Cloud has established relevant channels to provide customers with
SOC2/3 reports and 1SO27001 certificate. Certificates for domestic business can be
applied through Alibaba Cloud's ticketing system, and certificates for international
business can be obtained through the official website trust center.
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AAC-02.2:
Audit Assurance &
Compliance - Independent
Audits

Consensus Assessment Questions

Do you conduct network penetration tests of your cloud service infrastructure
regularly as prescribed by industry best practices and guidance?

2 MEZRTAPEMAENTH - B AR ERERE L R EME
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Notes in English
Yes, Alibaba Cloud establishes a red and blue team confrontation plan on the side of
the cloud platform. By organizing experts with hacking capabilities to set up a blue
team, it fully implements hacking techniques and penetration ideas (unlimited time,
unlimited technology, and unlimited scope). The offensive and defensive methods of
nature find out the most vulnerable part of the cloud platform, objectively test the
level of Alibaba Cloud's security defense capabilities and threat detection capabilities,
improve Alibaba Cloud's core security capabilities, and improve the platform's defense
system.

AAC-02.3:
Audit Assurance &
Compliance - Independent

Do you conduct application penetration tests of your cloud infrastructure
regularly as prescribed by industry best practices and guidance?

2 PRI A PEMIEYTT B AR SRR S R A
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Yes, Alibaba Cloud establishes a red and blue team confrontation plan on the side of
the cloud platform. By organizing experts with hacking capabilities to set up a blue
team, it fully implements hacking techniques and penetration ideas (unlimited time,
unlimited technology, and unlimited scope). The offensive and defensive methods of
nature find out the most vulnerable part of the cloud platform, objectively test the

Audits FENHVKAL » SRR LR 2T S P a4 - level of Alibaba Cloud's security defense capabilities and threat detection capabilities,
improve Alibaba Cloud's core security capabilities, and improve the platform's defense
system.

AAC-02.4:

Audit Assurance &
Compliance - Independent
Audits

Do you conduct internal audits regularly as prescribed by industry best practices
and guidance?

52 0 PIEREET MR RRIT R BT E R N SR i

Yes, Alibaba Cloud performs regular internal audits based on compliance
requirements and industry best practices.

AAC-02.5:
Audit Assurance &
Compliance - Independent
Audits

Do you conduct external audits regularly as prescribed by industry best practices
and guidance?

2 0 PR R TE =R IE R I RRR TSRS N e i > 41S0C 1/2/3 ~ 15O
27001 £:51/% -

Yes, Alibaba Cloud performs regular external audits based on the requirements of
third-party authority certification and auditing, such as SOC 1/2/3, ISO 27001 series,
etc.

AAC-02.6:
Audit Assurance &
Compliance - Independent
Audits

Are the results of the penetration tests available to tenants at their request?

% FREZAFEMESENRERER P& BT -

No, the penetration test results on the side of Alibaba Cloud platform will be followed
up by the cloud platform itself.

AAC-02.7:
Audit Assurance &
Compliance - Independent
Audits

Are the results of internal and external audits available to tenants at their
request?

2 MEZERARANTEFHNE=SREFT - —EXZCPHEECHNFIHERERK
MEERETEFNERNNECNMRZZERERFFHERREREES -

Yes, Alibaba Cloud regularly conducts internal audits and third-party audits. Once
customers have requirements for Alibaba Cloud's audit results, Alibaba Cloud can
share audit results to customers based on their needs as well as Alibaba Cloud's data
security management requirements.

AAC-02.8:
Audit Assurance &
Compliance - Independent
Audits

Do you have an internal audit program that allows for cross-functional audit of
assessments?

2 PIEZSIATEBHET 2 SNSRI TIE > DURIENSE I HA e EEE I R R
BPUL, -

Yes, Alibaba Cloud has introduced various functional parties to participate in internal
audit work to ensure that the internal audit team can cover all areas of Alibaba Cloud.

AAC-03.1:
Audit Assurance &
Compliance - Information
System Regulatory Mapping

Do you have the ability to logically segment or encrypt customer data such that
data may be produced for a single tenant only, without inadvertently accessing
another tenant's data?

& FIEZETEPLEOR - GFECPURRES - NTFRRES - FEilPR R R R LE R SE IfE P
(1B BEIRIRES - [ > o] B ARG RN Y= Snse D LA AR R SR T B s
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Yes, Alibaba Cloud implements resource isolation between tenants through
virtualization technologies including CPU isolation, memory isolation, storage
isolation, and network isolation. At the same time, Alibaba Cloud provides storage
encryption product capabilities for users to perform data encryption according to their
needs. For example, EBS, OSS, RDS, Table Store, NAS, Maxcompute and other products
support storage encryption. Users can use Alibaba Cloud's KMS product for keys
management.

AAC-03.2:
Audit Assurance &
Compliance - Information
System Regulatory Mapping

Do you have capability to recover data for a specific customer in the case of a
failure or data loss?

R, B EL A SORY P 7 P M TR A K SR 5 SRS PR

Yes, Alibaba Cloud explains to customers in the product documentation the ways and
limitations to provide data recovery capabilities.

AAC-03.3:
Audit Assurance &
Compliance - Information
System Reqgulatory Mapping

Do you have the capability to restrict the storage of customer data to specific
countries or geographic locations?

52 0 F P AERGSER i AT SR A A AT X -

Yes, the user can select the Availability Zone of the data store when purchasing the
product.

AAC-03.4:
Audit Assurance &
Compliance - Information
System Regulatory Mapping

Do you have a program in place that includes the ability to monitor changes to
the regulatory requirements in relevant jurisdictions, adjust your security
program for changes to legal requirements, and ensure compliance with relevant
regulatory requirements?

2 MECRFERZISFEULUIR
REETRUSHMAZNEES AR

FERLEASNDEESNIE - MESKEP
- RIENEMARNEESNERNFSE -

Yes, Alibaba Cloud will continuously monitor business compliance to ensure that the
changing external regulatory compliance environment is met. Alibaba Cloud users
need to ensure compliance with the regulatory compliance requirements they should
meet based on the regulatory compliance requirements according to their business
needs.
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Business Continuity Management and Operational Re:

nce: Controls BCR- 01 through BCR-11

BCR-01.1:
Business Continuity
Management & Operational
Resilience - Business
Continuity Planning

Do you provide tenants with geographically resilient hosting options?

0 PIERERRRE S THRAE P - A& iRIRE SRR AR E X -
Etty ] X RN » S E A EM ¢ https://www.alibabacloud.com/global-
locations -

Yes, Alibaba Cloud provides multiple Availability Zones for customers to choose from,
and customers can choose specific Availability Zones according to their needs. For the
latest availability zone availability status, please refer to Alibaba Cloud's official
website: https://www.alibabacloud.com/global-locations.

BCR-01.2:
Business Continuity
Management & Operational
Resilience - Business
Continuity Planning

Do you provide tenants with infrastructure service failover capability to other
providers?

B HEPARIE SRR S ARSI -

No, but customers can choose Multi-AZ to implement redundancy mechanism
according to their own needs.

BCR-02.1:
Business Continuity
Management & Operational
Resilience - Business

Continuity Testing

Are business continuity plans subject to test at planned intervals or upon
significant organizational or environmental changes to ensure continuing
effectiveness?

R, B H Z B 315027001 515022301 5 [F b itk S A B fwe (S B, ALl 5 E S
TR S

Yes, Alibaba Cloud has referenced international standards such as ISO27001 and
15022301 and corresponding best practices to establish business continuity plans and
regularly test

BCR-03.1:
Datacenter
Utilities/Environmental

Do you provide tenants with documentation showing the transport route of their
data between your systems?

& BPIMNETRE-IREABBEPLEREREANS - TIEEFBELEASE
EEMN KB IED L - BL ML ERTEUNES - EREEPEERT
- RERRASBEAEF ERNKEBIED D -

MEZFABNMEDOEBEFPRNYMERIE  BREZESBTANHRES - &

No, the customer can choose a region or data center to store its data. No matter
which region or data center the customer stores its data content, the customer can
effectively control it. Without the customer's authorization, these data does not leave
the customer's chosen region or data center.

All Alibaba Cloud data centers maintain corresponding network topologies, due to

Business Continuity
Management & Operational
Resilience - Datacenter
Utilities/Environmental
Conditions

Can tenants define how their data is transported and through which legal
jurisdictions?

Conditi g AT - 2R - & ZIRE = . .
oncitions ?Fﬁg):' A% - A - EFEHESENDAIRA - FRIR AHNSOC23RE » RN sensitivity, it is not disclosed to customers. However, customers can obtain the SOC2 /
L4 R - ; N
3 report from Alibaba Cloud when the NDA is signed, and understand the
corresponding control summary of network management.
BCR-03.2:

& FPARIEE SRR - PO EEIREMAYAT X » (HER S REGER AR E

No, customers can choose the availability zone where data is expected to be stored
according to their own needs, but cannot choose the path of data flow

BCR-04.1:
Business Continuity
Management & Operational
Resilience - Documentation

Are information system documents (e.g., administrator and user guides,
architecture diagrams, etc.) made available to authorized personnel to ensure
configuration, installation and operation of the information system?

- AERRERREMVERIERAAAAXY - BINE T E 05 OAEN X EIE

Yes, Alibaba Cloud establishes information system related documents in accordance
with relevant international standards, and authorized employees can access the
corresponding document information

BCR-05.1:
Business Continuity
Management & Operational
Resilience - Environmental
Risks

Is physical protection against damage (e.g., natural causes, natural disasters,
deliberate attacks) anticipated and designed with countermeasures applied?

T Bl L S A T AR YRR EALRIE e =0T # T

Yes, corresponding physical protection mechanisms are established around the data
center, and this mechanism is regularly checked by a third-party audit

BCR-06.1:
Business Continuity
Management & Operational
Resilience - Equipment
Location

Are any of your data centers located in places that have a high
probability/occurre nce of high-impact environmental risks (floods, tornadoes,
earthquakes, hurricanes, etc.)?

& PIRZTHE GOSN B, - BRI EE TP - fiREdEh LR G E T
[EhicaZez

No, during the data center site selection phase, Alibaba Cloud will assess the high-risk
environment to ensure that the data center is not built in a high-risk environment

BCR-07.1:
Business Continuity
Management & Operational
Resilience - Equipment
Maintenance

If using virtual infrastructure, does your cloud solution include independent
hardware restore and recovery capabilities?

2 B L RS B SR AL

Yes, all hard drives in the data center support hot-plugging mechanism

BCR-07.2:
Business Continuity
Management & Operational
Resilience - Equipment
Maintenance

If using virtual infrastructure, do you provide tenants with a capability to restore
a Virtual Machine to a previous state in time?

2 0 PIEZIETHER S RS SRS SRS FH ST AR - BEER
HSH B R

Yes, Alibaba Cloud Elastic Computing Service provides customers with snapshot and
mirroring capabilities. Customers can export or import images. For details, please refer
to the official website product documentation.

BCR-07.3:
Business Continuity
Management & Operational
Resilience - Equipment

Maintenance

If using virtual infrastructure, do you allow virtual machine images to be
downloaded and ported to a new cloud provider?

2 PIEZIET RS RS SRS SRS FrSHKS AR - BEER
HSH B R

Yes, Alibaba Cloud Elastic Computing Service provides customers with snapshot and
mirroring capabilities. Customers can export or import images. For details, please refer
to the official website product documentation.
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BCR-07.4:
Business Continuity If using virtual infrastructure, are machine images made available to the o . N S N N e Yes, Alibaba Cloud Elastic Computing Service provides customers with snapshot and
Management & Operational |customer in a way that would allow the customer to replicate those images in oy Y\ ujfxﬁﬁﬁggﬁ-%}ﬂﬁ%%g{,\@)j PIRSBIREES - I SHAS AL » AKREE mirroring capabilities. Customers can export or import images. For details, please refer
I h (d allow th licate th Y T&;glﬁ]fz s
Resilience - Equipment  |their own off-site storage location? " a to the official website product documentation.
Maintenance
BCR-07.5:
Busi Continuit)
Manau:::t ; T)Inelilai{ional Does your cloud solution include software/provider independent restore and v R, FTHEZEM TR TH, @it (EBS Snapshot) s A T.ok# & MiBackup, . |Yes, Alibaba Cloud provides cloud migration tools, which can be manually or regularly
9_ p recovery capabilities? (D=0 4 backed up via EBS Snapshot. For details, see the Alibaba Cloud Security White Paper.
Resilience - Equipment
Maintenance
BCR-08.1:
Business Continuity . . L J . _ N - - - e Yes, the Alibaba Cloud data center has been configured with redundancy and
. Are security mechanisms and r ies imp to protect equip 2 FIREREWE P LAEARCETTAR SR IRZALS] - FERAR S B sl fE A X . . L S
Management & Operational . X ) ) § Y P . e corresponding security mechanisms to reduce the possible impact of service failures.
- ) from utility service outages (e.g., power failures, network disruptions, etc.)? FHRE B R B 2S0C 2/3F MR ENEF - 5 i X R X ;
esilience - Equipment Power Related information can be viewed in the Alibaba Cloud SOC 2/3 audit report.
Failures
BCR-09.1:
Business Continuity Do you provide tenants with ongoing visibility and reporting of your operational _ _ . N N . U Yes, Alibaba Cloud provides cloud monitoring products, allowing customers to visually
Y 2 P R T S A DU I AEEFREITR -
Management & Operational |Service Level Agreement (SLA) performance? ERELEC e e B L e S R check the resource operation status
Resilience - Impact Analysis
BCR-09.2:
q - . . . . . . N " - R Yes, cloud monitoring products allow users to view the corresponding monitoring
Business Continuity Do you make standards-based information security metrics (CSA, CAMM, etc,) v 20 TR AR A P el DR R BB BN SRR - H el TEE L FEAER i @n e dhtheedl ) e dhe cuiessanding anplanee quele s i
Management & Operational |available to your tenants? HIERLBTITT [F————
Resilience - Impact Analysis
BCR-09.3:
Business Continuity Do you provide customers with ongoing visibility and reporting of your SLA _ _ . N N . e Yes, Alibaba Cloud provides cloud monitoring products, allowing customers to visually
Y B, E BT o B . EEVR ©
Management & Operational performance? 2 7 P ST R R o e e A s check the resource operation status
Resilience - Impact Analysis
BCR-10.1: Yes, Alibaba Cloud establishes relevant daily operation and maintenance documents in
Business Continuity Are policies and procedures established and made available for all personnel to v = - MEREBEERERRE (WI1S09001/27001/27017/27018 % ) 174K HEIE4 |accordance with relevant international standards (such as
Management & Operational |adequately support services operations’ roles? Xty - MERMAERTEIKBRIEHOAEMNXEER 1S09001/27001/27017/27018, etc.). All Alibaba Cloud employees can access the
Resilience - Policy corresponding document information according to their responsibilities.
L Yes, Alibaba Cloud describes the rules for data retention periods in the service
. T . - . B - R P T SR AL AR AN © (A » o] B S s it paggfig [agreement. In addition, Alibaba Cloud products provide customers with the ability to
5 SN | . /v tochnical control capabilities 1 NS — R ARSI TS G B R L)
Mana;:':]e::t ;T):etla{ional p;[ijs']el; e Y SHEREEREIAE ST - EERIER SRR A S 5T IR S (RI8 15 55 |store and delete data, but the control and management of data is the responsibility of
- . X ' SKECE the customer, and storage rules are also configured by the customer according to
Resilience - Retention Policy their own needs
Yes, customers can submit tickets to request information such as Alibaba Cloud
qualifications and explanatory reports through the Alibaba Cloud ticket system.
BCR-11.2: = %ﬁ*ﬁ%ﬁ@ﬂ@itﬁ@lﬁi&%ﬁ?ﬁﬁ@itfﬁ?ﬁ Vi~ IR E (S 0 — |Alibaba Cloud will respond to any reasonable requests of customers in a timely
& Koo NS 5] ] g ] A o fo N " . . .

Business Continuity Do you have a doc d procedure for responding to requests for tenant data v %fgg;;%ggﬁ @%gg%ggggi;gi@%gg)ﬂgiimgﬁ? g manner. Alibaba Cloud is also exploring ways to increase transparency, such as by
Management & Operational |from governments or third parties? g)ﬂuﬁﬁﬁjitmgﬁ“ ﬁﬂ’ji;ﬁrt N ﬂ%?%ﬁﬁ\Tﬁiéﬁﬂqﬁﬁgﬁfiﬂ % . ; ,;_7% disclosing relevant internal operations to customers. In turn, Alibaba Cloud wishes to
Resilience - Retention Policy BRI HE‘#@EK’"E@?J‘E"E’U{%%??I‘EI o eliminate customers' doubts about any "black box operations” from a cloud provider.

Such an approach will be the long-term direction and continuous effort of Alibaba
Cloud towards transparency.
BCR-11.3:
e G Have you impl d backup or redund mechanisms to ensure compliance . ) " ‘ e . B Yes, Alibaba Cloud is responsible for infrastructure redundancy and backup
’ =, E T Ny T 2 ) 3 H R SR o B R =
y_ ) 4 " P y ) P Y E KJfKJ\M%MEmQ&% I':)féwmm FhEERBETIR S - BERI=27 mechanisms, and conducts regular testing and verification. And regular third-party
Management & Operational |with regulatory, statutory, contractual or business requirements? BT FNTHUHI A B BT R [~ S
Resilience - Retention Policy
BCR-11.4:
_ . —_ . |Yes, Alibaba Cloud establishes redundancy and backup mechanisms in accordance
Business Continuity _ £ . WERKERAERTE (MIS027001/22301 ) RUARSEHHH - BELE | ouees Y P
y Do you test your backup or redundancy mechanisms at least annually? Y o N with relevant international standards (such as 15027001/22301) and tests at least once
Management & Operational FEPRT—RA borem
Resilience - Retention Policy Y
BCR-11.5:
q - . S . [ o N __ |Yes, Alibaba Cloud regularly tests the redundancy and backup mechanisms. At the
Business Continuity Do you have technical control capabilities to enforce tenant data retention v 2 B S EHT RSOV - Fi - &SRRl e BEs e 6, (e ey e 0 G e @eepeelig Hp SEEgR (e an
Management & Operational |policies? 7 O A R AR (- fif et (8] ! X K |
L . . the cloud product according to the purpose of the business scenario
Resilience - Retention Policy
Change Control & Configuration Management: Controls CCC-01 through CCC-05
CCC-01.1: e —— Yes, Alibaba Cloud establishes related management systems in accordance with

Change Control & dev:;o —— Zc uisition of new applications sgstems P " Z - MEKBEHKERRE (201S09001/27001/27017/27018 5 ) EIIMHAII#4 1A 2 [relevant international standards (such as 1S09001/27001/27017/27018, etc.), and

Configuration Management - | P! q X PP L 4 ! ' - BEFUEMERENSE~RERANREFHES customers can view product-related operation manual information on the Alibaba
N infrastructure, services, operations and facilities? Cloud official websit
ew loud official website
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CCC-01.2:
Change Control &
Configuration Management -
New

Consensus Assessment Questions

Is documentation available that describes the installation, configuration and use
of products/services/features?

= - MEREBEERERLE (1I1S09001/27001/27017/27018 % ) BIIAAR K %
- BEPUENECENSE-RARNRIEFHER

Notes in English
Yes, Alibaba Cloud establishes related management systems in accordance with
relevant international standards (such as 1SO9001/27001/27017/27018, etc.), and

customers can view product-related operation manual information on the Alibaba
Cloud official website

CCC-02.1:
Change Control &
Configuration Management -
Outsourced Development

Do you have controls in place to ensure that standards of quality are being met
for all software development?

2 0 B RZEHRINFRAT SEE M o (B B ARG R E R AR AE R TR

(=8

Yes, although Alibaba Cloud does not have outsourced products or software, Alibaba
Cloud has establishes a verification process in accordance with relevant international
standards.

CCC-02.2:
Change Control &
Configuration Management -
Outsourced Development

Do you have controls in place to detect source code security defects for any
outsourced software development activities?

52 B ERIEAERINTRET e o {E R R RAEE R E AR IR
iz

Yes, Alibaba Cloud establishes related management systems in accordance with
relevant international standards (such as 1SO9001/27001/27017/27018, etc.), and
customers can view product-related operation manual information on the Alibaba
Cloud official website

CCC-03.1:
Change Control &

Do you provide your tenants with documentation that describes your quality

& IR BB ISO9001HYIAIE » H B E =77 85 i H i AR B s S s o B B i £

Yes, Alibaba Cloud has passed ISO9001 certification, and a third-party audit confirmed
that Alibaba Cloud has indeed established quality management system related

Configuration Management - |assurance process? LiEESE =]
B B documents
Quality Testing
Yes, Alibaba Cloud has passed ISO9001 certification, and a third-party audit confirmed
that Alibaba Cloud has indeed established quality management system related
€CC-03.2: documents

Change Control &
Configuration Management -
Quality Testing

Is documentation describing known issues with certain products/services
available?

& IR BB ISO9001HYIAIE » H B E =77 85 iH i AR B s S i B B i £
FHSRICHY © IS > Pl B PR SO TRt S MR B T 7 it R 35 AR ST

Yes, Alibaba Cloud has passed ISO9001 certification, and a third-party audit confirmed
that Alibaba Cloud has indeed established quality management system related
documents. In addition, the documentation of Alibaba Cloud's product / service is also
available on Alibaba Cloud's official website.

CCC-03.3:
Change Control &
Configuration Management -

Quality Testing

Are there policies and procedures in place to triage and remedy reported bugs
and security vulnerabilities for product and service offerings?

& IR BB ISO9001HYIAIE » H B E =77 85 i H i AR B s S s o B B i £
LEESSEE]

Yes, Alibaba Cloud has passed ISO9001 certification, and a third-party audit confirmed
that Alibaba Cloud has indeed established quality management system related
documents

CCC-03.4:
Change Control &
Configuration Management -

Are mechanisms in place to ensure that all debugging and test code elements are
removed from released software versions?

2 0 PR ZTEIISO9001AYIAIE » H HLEH =77 i B\ pel A B SRy i B LA A
LEESEE]

Yes, Alibaba Cloud has passed ISO9001 certification, and a third-party audit confirmed
that Alibaba Cloud has indeed established quality management system related
documents

Quality Testing
CCC-04.1:

Change Control &
Configuration Management -
Unauthorized Software
Installations

Do you have controls in place to restrict and monitor the installation of
unauthorized software onto your systems?

2 AERRGRERRESNEE - BRNNZRHTRBN=AF R P g —
FEIHHBIA

Yes, unauthorized software must not be installed and monitored in real time, and the
corresponding controls are also audited and confirmed during the regular third-party
audit

CCC-05.1:
Change Control &
Configuration Management -
Production Changes

Do you provide tenants with documentation that describes your production
change management procedures and their roles/rights
/ responsibilities within it?

2 0 AR RAASOCHE RS A FBN - BANE RN

Yes, there are corresponding information explained to customers in Alibaba Cloud's
SOC report and security white paper

Data Security and

Information Lifecycle Management: Controls DSI-01 t

hrough DSI-07

DSI-01.1:
Data Security & Information
Lifecycle Management -
Classification

Do you provide a capability to identify virtual machines via policy tags/metadata
(e.g., tags can be used to limit guest operating systems from booting/instantiati
ng/transporting data in the wrong country)?

2 TR R ARG EBWECSKAIR—MEDHV I EEEE » BECPU - NFE - R{ERY -t
B TSR AIR S S - RECSIRELAE M P ATERESEMR - — DSBS
F—GEDNL AP XA ORI S G B AR » w7 DARER B TR R -

Yes, the ECS instance of Alibaba Cloud Server is a virtual computing environment that
contains the most basic server components such as CPU, memory, operating system,
disk, and bandwidth. It is an operating instance provided by ECS to each user. An
instance is equivalent to a virtual machine. The user has administrator rights to the
created instance and can log in to use and manage it at any time.

DSI-01.2:
Data Security & Information
Lifecycle Management -
Classification

Do you provide a capability to identify hardware via policy tags/metadata/har
dware tags (e.g., TXT/TPM, VN-Tag, etc.)?

S 0 PR N P R ECSIEBIFTIRAE S

Yes, Alibaba Cloud provides ECS instance marking capabilities to customers

DSI-01.3:
Data Security & Information
Lifecycle Management -
Classification

Do you have a capability to use system geographic location as an authentication
factor?

2 WERRHTETIPHUMBPIEEEGEES - ZF MBS il AR ERmE
TR AT ETIPAE AT ITHEE) -

Yes, Alibaba Cloud provides IP address-based user access control capabilities, and
customers can also perform IP address-based access control on their users using
Alibaba Cloud products.

DSI-01.4:
Data Security & Information
Lifecycle Management -

Can you provide the physical location/geography of storage of a tenant's data
upon request?

Classification

2 MESAEPRHUTEFTRMEBNED  BEFBITREEKIEFHENM
j=1

Yes, Alibaba Cloud provides customers with the ability to choose the location of the
product, and the customer decides where to store its data.
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DSI-01.5:
Data Security & Information
Lifecycle Management -
Classification

Consensus Assessment Questions

Can you provide the physical location/geography of storage of a tenant's data
in advance?

& 0 IR R SR [ A P B R BT SR S AR 5 - ANECST gtz
FA] B 5 i https://help.aliyun.com/document_detail/123712.html

Notes in English

Yes, Alibaba Cloud clearly indicates to customers the list of product locations that can
be selected when purchasing products. For example, the region and availability of ECS
products can be found at https://help.aliyun.com/document_detail/123712.html

DSI-01.6:
Data Security & Information
Lifecycle Management -
Classification

Do you follow a structured data- labeling standard (e.g., ISO 15489,
Qasis XML Catalog Specification, CSA data type guidance)?

o B PO HEHETEREE  RIEHAL SRR TEIRAIRIRERLE

Yes, customers manage their data securely, and perform data identification operations
based on their business needs.

DSI-01.7:
Data Security & Information
Lifecycle Management -
Classification

Do you allow tenants to define acceptable geographical locations for data
routing or resource instantiation?

S 0 PIERRE PRI T SR AT ERIRATAE ST - RE P BT E R AR i
ﬁ °

Yes, Alibaba Cloud provides customers with the ability to choose the location of the
product, and the customer decides where to store its data.

DSI-02.1:
Data Security & Information
Lifecycle Management - Data
Inventory/Flows

Do you inventory, document, and maintain data flows for data that is resident
(permanent or temporary) within the services' applications and infrastructure
network and systems?

52 0 IR WA RS R R g T TR -

Yes, Alibaba Cloud has recorded all network data traffic.

DSI-02.2:
Data Security & Information
Lifecycle Management - Data
Inventory/Flows

Can you ensure that data does not migrate beyond a defined geographical
residency?

S 0 PIERRE PRI T SR AT ERRATAE ST - RE P BITRE R AR i
ﬁ °

Yes, Alibaba Cloud provides customers with the ability to choose the location of the
product, and the customer decides where to store its data.

DSI-03.1:
Data Security & Information
Lifecycle Management - e-
Commerce Transactions

Do you provide open encryption methodologies (3.4ES, AES, etc.) to
tenants in order for them to protect their data if it is required to move through
public networks (e.g., the Internet)?

& PR CAE AT S R BOIERDS PR R Z e E D

https://security.aliyun.com/trust

Yes, Alibaba Cloud supports the use of open encryption algorithms in cloud products.
For details, see Alibaba Cloud Security White Paper https://security.aliyun.com/trust

DSI-03.2:
Data Security & Information
Lifecycle Management - e-
Commerce Transactions

Do you utilize open encryption methodologies any time your infrastructure
components need to communicate with each other via public networks (e.g.,
Internet- based replication of data from one environment to another)?

S PIERZP SO IR CEIEEEG B ) BdEREE T SSUTLSHCREMELIEE

H9ZEg o G0 R ARAEE T B ARG IR - I E R G S AHTTPS#74L
et o AR B S & R T SR HTTPSHIAPL AL & » R EK256fir
NI » W SRR (SRR -

Yes, Alibaba Cloud products provide SSL/TLS protocols for users to access (including
read and upload) data to ensure the security of data transmission. For example, if the
user operates through the Alibaba Cloud console, the Alibaba Cloud console will use
HTTPS for data transmission. All Alibaba Cloud products provide customers with API
access points that support HTTPS, and provide transmission encryption strength of up
to 256-bit keys to meet sensitive data encryption transmission requirements.

DSI-04.1:

Data Security & Information
Lifecycle Management -
Handling/Labeling/Security
Policy.

Are policies and procedures established for labeling, handling and the security of
data and objects that contain data?

& B PEBAER RV o R L 2 TR A2 SR AR TR -

Yes, the data that customers store on the cloud is managed and controlled by
customers in accordance with their business needs and security policy processes.

DSI-04.2:

Data Security & Information
Lifecycle Management -
Handling/Labeling/Security
Policy.

Are mechanisms for label inheritance implemented for objects that act as
aggregate containers for data?

2 BPERIE S EAOEE T P R IE L SRR R SRR T -

=
m

Yes, the data that customers store on the cloud is managed and controlled by
customers in accordance with their business needs and security policy processes.

DSI-05.1:
Data Security & Information
Lifecycle Management - Non-
Production Data

Do you have procedures in place to ensure production data shall not be
replicated or used in non-production environments?

2 0 PR Z N AR TSR AR I RN B NN SR B T 20l
F5 AP BRI - & PR s AR L R R TR -

Yes, Alibaba Cloud has established a standardized process to ensure that the data in
the production environment of Alibaba Cloud's business will not be used in non-
production environments in non-essential scenarios. The customer's data is controlled
by the customer according to its data security requirements.

DSI-06.1:
Data Security & Information
Lifecycle Management -
Ownership/Stewardship

Are the responsibilities regarding data stewardship defined, assigned,
documented and communicated?

& PR SRS A R AR ZE 2 6 R I T R SR R T 2
HRRTTIAS. -

Yes, Alibaba Cloud clearly states the boundaries of Alibaba Cloud's and customers'
data security responsibilities in relevant legal agreement terms and security white
papers.

DSI-07.1:
Data Security & Information
Lifecycle Management -
Secure Disposal

Do you support secure deletion (e.g., degaussing/cryptographic wiping) of
archived and backed-up data as determined by the tenant?

2 FMERET THERZMRONE - SEREFNRSL NS RNHRERESE
PREEFSARBAANNERREEBIRE™ -

Yes, Alibaba Cloud has established a mechanism for secure data deletion. When the
customer-facing service is terminated, the cloud service customer's data assets will be
deleted in a timely manner or returned to their data assets in accordance with the
requirements of relevant agreements.

DSI-07.2:
Data Security & Information
Lifecycle Management -
Secure Disposal

Can you provide a published procedure for exiting the service arrangement,
including assurance to sanitize all computing resources of tenant data once a
customer has exited your environment or has vacated a resource?

2 MERZEEKBH8.6ETI AKIRHBMHERGA -

Yes, section 8.6 of the Alibaba Cloud Security White Paper is related to data
destruction security.
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Consensus Assessment Questions
Datacenter Security: Controls DCS-01 through DCS-09

DCS-01.1:
Datacenter Security - Asset
Management

Do you maintain a complete inventory of all of your critical assets that includes
ownership of the asset?

0 PR ZET T RSN RIR B TE -

Yes, Alibaba Cloud manages all assets through systems.

DCS-01.2:
Datacenter Security - Asset
Management

Do you maintain a complete inventory of all of your critical supplier
relationships?

2 MERBEZSFAMHTHNERARERE -

Yes, Alibaba Cloud manages supplier resources through systems.

DCS-02.1:
Datacenter Security -
Controlled Access Points

Are physical security perimeters (e.g., fences, walls, barriers, guards, gates,
electronic surveillance, physical authentication mechanisms, reception desks and
security patrols) implemented?

2 0 PR 2SR SR BTTAEAR AL AR T S R T AR
ZIVREEHIFE ~ FE - HARIAIL TR 2 AR RE SR T A -
#MSOC 2/3#f%

Yes, Alibaba Cloud follows the requirements of relevant compliance certification
standards for physical security management, establishes a series of rules and
procedures for physical security, and sets up a dedicated team to check the
implementation of the physical security mechanism control. See the SOC 2/3 report
for details.

DCS-03.1:
Datacenter Security -
Equipment Identification

Is automated equipment identification used as a method to validate connection
authentication integrity based on known equipment location?

Ry B 25 SRR % A AL BT BN EARE o (B SRS AT B 22 A T, L T R A
FROPREHIE . VR, FFBESL 1] 9 A P32 AL R iV S skt AT A 2

Yes, Alibaba Cloud complies with the requirements of relevant compliance certification
standards for physical security management, establishes a series of rules and
procedures for physical security, and sets up a dedicated team to check the control
and implementation of the physical security mechanism.

DCS-04.1:
Datacenter Security - Off-Site
Authorization

Do you provide tenants with documentation that describes scenarios in which
data may be moved from one physical location to another? (e.g., offsite backups,

business continuity failovers, replication)

- MERABEPRHTRETRAEMISNEESN - BEF BTACRBEEMENM

Ih fiD

Yes, Alibaba Cloud provides customers with the ability to choose the location of the
product, and the customer decides where to store its data.

Yes, Alibaba Cloud establishes asset management processes in accordance with

DCS-05.1:
B Sy - TS Can you provide tenants with evidence documenting your policies and 52 S RIEHSER R A (K11S027001/CSA-STARSE ) BT ¥ ELfif2 » A& ¥ |relevant international standards (such as ISO27001/CSA-STAR, etc.), including asset
-~ met:t procedures governing asset management and repurposing of equipment? RG]  ER AL SRS - Bl SOC23IREEBHAEE identification, use, replacement and destruction processes. You can view related
S information through the SOC2/3 report
Can you provide evidence that policies, standards and procedures have been . o R Yes, Alibaba Cloud establishes computer room security management processes in
DCS-06.1: youp i P P R (AISO2700L/CSA-STARS ) A TrHUBSE& SR - o] P IENCEHIE

Datacenter Security - Policy

established for maintaining a safe and secure working environment in offices,
rooms, facilities and secure areas?

=
HHSOC2/3REEFMRER

accordance with relevant international standards (such as ISO27001/CSA-STAR, etc.),
and relevant information can be viewed through SOC2/3 reports

DCS-06.2:
Datacenter Security - Policy

Can you provide evidence that your personnel and involved third parties have
been trained regarding your documented policies, standards and procedures?

o PR SEE T LR ER S R TR =75\ TR 2 S R
il

Yes, Alibaba Cloud provides relevant physical security knowledge training to
employees and third-party personnel related to data center operations.

DCS-07.1:
Datacenter Security - Secure
Area Authorization

DCS-08.1:
Datacenter Security -
Unauthorized Persons Entry

Do you allow tenants to specify which of your geographic locations their data is
allowed to move into/out of (to address legal jurisdictional considerations based
on where data is stored vs. accessed)?

S 0 PIERRE PRI T SR AT ERRATAE ST - RE P BITRE AR i
ﬁ °

Yes, Alibaba Cloud provides customers with the ability to choose the location of the
product, and the customer decides where to store its data.

Are ingress and egress points, such as service areas and other points where
unauthorized personnel may enter the premises, monitored, controlled and
isolated from data storage and process?

2 0 PR Z RO E AR LY A S TR FRUR - — EURYE A G e
EE > AUPRTLEME R o HoAh A GUE PR 35 R AR L - MR - 2
&5 EE RIS SERHUTHIAL | B AREHREA#HTEIE - BadED
R INGES G

Por L o LA BRI L L] ~ WIFRBO 2 5 [R50 - &N RO A AT
TG EEIERRAESEENRRNE » FE SR A S TR -

o B XA T3 A BB M T A VBRI 3 S 1 X & ARMURRIES: - B
PR Z R TR

Pl AL B ORI A 2 M A IS PSR s A A RS - iR
MLERZET* 24/ N » FirA TS BRSO D T8 2 KA - BT NEE -

Yes, the Alibaba Cloud data center only grants long-term access rights to the
operation and maintenance personnel of this data center. Once the operation and
maintenance personnel are transferred or resigned, the permissions are immediately
cleared. If other personnel want to enter the data center due to business needs, they
must first apply for it and obtain short-term authorization after being approved by the
supervisors of all parties; each time they enter and exit, they need to show their
credentials and register, and the data center operation and maintenance personnel
are accompanied throughout the process.

The Alibaba Cloud data center is divided into areas such as computer rooms, power
areas, and warehouse rooms. Each area has an independent access control system.
Important areas use two-factor authentication such as fingerprints. Specific areas use
iron cages for physical isolation.

Alibaba Cloud Park and the office area are equipped with entrance control and a
separate visitor area. Visitors must wear IDs when they enter and exit, and are
accompanied by Alibaba Cloud employees.

Each area of the Alibaba Cloud data center computer room is equipped with a security
monitoring system that covers all areas and aisles, and is equipped with property

security patrols 7 * 24 hours. All video surveillance and documentation will be kept for
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DCS-09.1:
Datacenter Security - User
Access

Consensus Assessment Questions

Do you restrict physical access to information assets and functions by users and
support personnel?

2 0 PR Z RO E AR T LB A R TR FRUR - — BURgE A G e
R AUPRTLEMERR o HAh A GUE PR 35 FRoR B ABHE L - MU - 4
&5 EERAE S SERAUTHIHAL - SR AREH R TEE - BEdED
e INGE ZEE R

ol e o LA BRI L ] ~ MIERBOS, ~ 2 5 R0 - &N BORIA AT
TG EEIERAHESEENRRINE » FE DORR A S TR -

o B XA T3 A BB WA VBRI 3 S 1 X & ARMIRRIES: - B
PR Z R TR -

Pl e AL B ORI A 2 M A WS P T s A DO E - IR )
MLERZET* 24/ N » FirA TS BRSO D TS 2 KIA0RE BT NEE -

Yes, the Alibaba Cloud data center only grants long-term access rights to the
operation and maintenance personnel of this data center. Once the operation and
maintenance personnel are transferred or resigned, the permissions are immediately
cleared. If other personnel want to enter the data center due to business needs, they
must first apply for it and obtain short-term authorization after being approved by the
supervisors of all parties; each time they enter and exit, they need to show their
credentials and register, and the data center operation and maintenance personnel
are accompanied throughout the process.

The Alibaba Cloud data center is divided into areas such as computer rooms, power
areas, and warehouse rooms. Each area has an independent access control system.
Important areas use two-factor authentication such as fingerprints. Specific areas use
iron cages for physical isolation.

Alibaba Cloud Park and the office area are equipped with entrance control and a
separate visitor area. Visitors must wear IDs when they enter and exit, and are
accompanied by Alibaba Cloud employees.

Each area of the Alibaba Cloud data center computer room is equipped with a security
monitoring system that covers all areas and aisles, and is equipped with property
security patrols 7 * 24 hours. All video surveillance and documentation will be kept for

Encryption and Key Management: Controls EKM-01 through EKM

-04

EKM-01.1:
Encryption & Key Do you have key management policies binding keys to identifiable owners? Y S [ S P AR E A RIS AR - Yes, Alibaba Cloud has established policies and requirements for key management.
Management - Entitlement
Yes, the storage encryption function of Alibaba Cloud products supports the use of
2 NEREFRNEENZNESRERREATTRNRSZHERNEBHEI - |service keys hosted to cloud products as the master key. When a user uses the data
RN é’lﬁﬁF"E—/I\imiﬁ%—iﬂfiﬁﬁ%—/l\ﬁ?’ﬁFE%E‘]%HEUU?@UJ%B? - ZIRBHHAEAA [encryption function of a certain cloud product service for the first time in a region, the
ErEp ey PEZHEERS (KMS) PRERMEBHIR—NEA ﬁﬁﬁ%ﬁﬁﬁﬁ@ﬁﬁ?i@%ﬁ( service system will automatically create a user secret for the region where the user
Management - Key Do you have a capability to allow creation of unique encryption keys per tenant? Y Customer Master Key - BRCMK ) - ZZAREARSZBHEEEDFHEZREL T |uses the key management service (KMS). Customer Master Key (CMK). This key acts as
Generation fal1: a service key and its life cycle is hosted to the cloud product.
APAUMBESRNETRPEEECelEa LEMAFPEZEH (CMK) FIKMSH » |Users can choose to create or upload a user master key (CMK) to the KMS by selecting
HEFESEERDENEHBE - one of the supported cloud products, and directly manage the life cycle of the self-
selected key
Yes, the storage encryption function of Alibaba Cloud products supports the use of
2 NEREFRNEENZNESRERREATTRNRSZHERNEZHEI - |service keys hosted to cloud products as the master key. When a user uses the data
RIS é’lﬁﬁP’E—ﬁ\mﬂ%—:ﬂfiﬁﬁ%—ﬁ\ﬁfzﬁFE%E‘]%HEUU?@UJ%W - ZERBHHAEAA [encryption function of a certain cloud product service for the first time in a region, the
ErEp T ey FPEZHEERS (KMS) PHERMEBHIR—NEAR ﬁﬁﬁ%ﬁﬁﬁﬁ@ﬁﬁ?i@%ﬁ( service system will automatically create a user secret for the region where the user
Management - Key Do you have a capability to manage encryption keys on behalf of tenants? Y Customer Master Key - BRCMK ) - ZZAREARSBHEEEHEHEZREL T |uses the key management service (KMS). Customer Master Key (CMK). This key acts as
Generation iy - a service key and its life cycle is hosted to the cloud product.
APAMBSEXRNETRPEEaCelEa LEMFPEZEH (CMK) FIKMSH » |Users can choose to create or upload a user master key (CMK) to the KMS by selecting
HEFESEERDENEHBE - one of the supported cloud products, and directly manage the life cycle of the self-
selected key
Yes, the storage encryption function of Alibaba Cloud products supports the use of
2 NERETRNEENZNESRERREATTRNRSZHEREZHEI - |service keys hosted to cloud products as the master key. When a user uses the data
TR é’lﬁﬁP’E—ﬁ\mﬂ%—ﬁfiﬁﬁ%—ﬁ\ﬁfzﬁFE%E‘]%HEUU?@UJ%W - ZIRBHHAEAA [encryption function of a certain cloud product service for the first time in a region, the
Encryption & Key FPEZHEERS (KMS) PHERMEBHIBR—NEAR ﬁﬁﬁ%ﬁﬁﬁﬁ@ﬁﬁ?i%’%ﬁ( service system will automatically create a user secret for the region where the user
Do you maintain key management procedures? Y Customer Master Key - BIffCMK ) - ZZHELFARSTHEEEDEHRZLELRT  |uses the key management service (KMS). Customer Master Key (CMK). This key acts as

Management - Key
Generation

FEERA -
APINBEESEN R EFEEC RN HEMPERN (CMK) EIKMSS -
HEEEERRBANESES -

a service key and its life cycle is hosted to the cloud product.

Users can choose to create or upload a user master key (CMK) to the KMS by selecting
one of the supported cloud products, and directly manage the life cycle of the self-
selected key
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Consensus Assessment Questions

EKM-02.4:
Encryption & Key
Management - Key

Do you have documented ownership for each stage of the lifecycle of encryption
keys?

5+ I RS A28 R SR I a1«
S P — NS — SR — 2 SR USSR + RS R 2 I
PAERFIETEIRS, (KMS) IR E 61— MRS MR L] (
Customer Master Key » FICMK) + A& (1% 44 A FIHLZFE R4 2
e o

Notes in English

Yes, the storage encryption function of Alibaba Cloud products supports the use of
service keys hosted to cloud products as the master key. When a user uses the data
encryption function of a certain cloud product service for the first time in a region, the
service system will automatically create a user secret for the region where the user
uses the key management service (KMS). Customer Master Key (CMK). This key acts as
a service key and its life cycle is hosted to the cloud product.

Generation H T DU ALAE SR A PR A C AT R 2 £ 8 (CMK) EIKMSH > |Users can choose to create or upload a user master key (CMK) to the KMS by selecting
R AR A A one of the supported cloud products, and directly manage the life cycle of the self-
selected key
Yes, Alibaba Cloud's KMS service allows users to host keys in a Hardware Security
EKM-02.5:

Encryption & Key
Management - Key

Do you utilize any third party/open source/proprietary frameworks to manage
encryption keys?

2 0 PR ZHIKMSR S5 SR PR A R 22 it (Hardware Security
Module » HSM) 2zt » JEFIFIHSMEE TG B HAI 22 AL EH AL
BHH R E TN TGS - PRV EHEERS RIS > aak

Module (HSM), and can use HSM for cryptographic operations and secure escrow
functions.
Each market meets the market-recognized password compliance standards, and the

Generation EFIEIHSM - tFFESPCI-DSSEHL © system mechanism of Alibaba Cloud's key management service, including the HSMs it
uses, also comply with PCI-DSS compliance.
Yes, Alibaba Cloud provides customers with cloud storage encryption capabilities for
EKM-03.1: 2 FIREZNE R T A g S EEIERE AR - SR R R

Encryption & Key
Management - Sensitive Data

Do you encrypt tenant data at rest (on disk/storage) within your environment?

&% (Key Management Service - fii#FKMS ) #E{TRSAEER - o AR RIS
25617 FAHIIFENIZETRE (AES256) - i & BUREHERINI AR K - AIEBS -

users, and uses Alibaba Cloud Key Management Service (KMS) for key management.
Alibaba Cloud's storage encryption provides a storage encryption strength of 256-bit
keys (AES256) to meet the encrypted storage needs of sensitive data. Such as EBS,

Protection OSS - RDS - TableStore + NAS - Maxcompute, i¥ [l L 274 (5 f7 43 - 0SS, RDS, TableStore, NAS, Maxcompute, see Alibaba Cloud Security White Paper for
details.
EKM-03.2: Yes, if users operate through Alibaba Cloud console, Alibaba Cloud console will use

Encryption & Key
Management - Sensitive Data
Protection

Do you leverage encryption to protect data and virtual machine images during
transport across and between networks and hypervisor instances?

S 0 FPASE P B AR G IRAE - R ARG 2ERHTTPSHTEdE S - A
BB E 2= R & PR T SR HTTPSHYAPL A £ H-HR B K256 (i B 4R i
RS ©

HTTPS for data transmission. All Alibaba Cloud products provide customers with API
access points that support HTTPS, and provide transmission encryption strength of up
to 256-bit keys.

EKM-03.3:
Encryption & Key
Management - Sensitive Data
Protection

Do you support tenant-generated encryption keys or permit tenants to encrypt
data to an identity without access to a public key certificate (e.g., identity-based
encryption)?

52 0 AP U SR A st MR H T Al B P EEH (CMK) EIKMS
o HEREE A RERN Ao A o BURAMIAYE - BEEHAT T 26
EUENEDIRE » HIREEH P E SR REET] -

Yes, users can choose to create or upload a Customer Master Key (CMK) to the KMS
by choosing among the supported cloud products, and directly manage the life cycle
of the self-selected key. After being authorized by the RAM, the optional key can also
be used for the data encryption function of cloud products and empower users with
more security capabilities.

EKM-03.4:
Encryption & Key
Management - Sensitive Data
Protection

Do you have documentation establishing and defining your encryption
management policies, procedures and guidelines?

& FIERIEHRER T (L11S027001/CSA-STARS ) FEITAI# B - B&el
@~ A RE A SOC2/ 3 EEEMRER

Yes, Alibaba Cloud establishes encryption management mechanisms in accordance
with relevant international standards (such as 1ISO27001/CSA-STAR, etc.), including
creation, use, and replacement. You can view related information through the SOC2/3
report

EKM-04.1:
Encryption & Key
Management - Storage and
Access

Do you have platform and data appropriate encryption that uses
open/validated formats and standard algorithms?

5 Pl RN RS S SR RO A ARy [EST A B B4 - R P
EEUERR o MBI EIL © SFFSML ~ SM4 - DES ~ 3DES ~ AES 5 JENTHEIGEA ©
FFSM2 ~ RSA (1024-2048) ; fSEELE © HFSM3  SHAL « SHA256 ~ SHA384 -

Yes, Alibaba Cloud's encryption services fully support domestic algorithms and some
international common cryptographic algorithms to meet users' various encryption
algorithm needs. Symmetric cipher algorithm: support SM1, SM4, DES, 3DES, AES;
asymmetric cipher algorithm: support SM2, RSA (1024-2048); digest algorithm:
support SM3, SHA1, SHA256, SHA384.

EKM-04.2:
Encryption & Key
Management - Storage and
Access

Are your encryption keys
management provider?

d by the cloud c or a trusted key

2 PIEZ IR B CAVIIEES - BN R B ORI ES

Yes, Alibaba Cloud is responsible for maintaining its own encryption keys, and
customers are responsible for maintaining their own encryption keys

EKM-04.3:
Encryption & Key
Management - Storage and
Access

Do you store encryption keys in the cloud?

& PR E TRV TR FR T -

Yes, Alibaba Cloud stores its own keys in a production environment.
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EKM-04.4:
Encryption & Key
Management - Storage and
Access

Consensus Assessment Questions

Do you have separate key management and key usage duties?

2 MECHBHAEEAART TRBERNLS -

Yes, Alibaba Cloud's key management system is isolated from the key use business.

Governance and Risk Management: Controls GRM-01 through GRM-11

GRM-01.1:
Governance and Risk
Management - Baseline

Requirements

Do you have documented information security baselines for every component of
your infrastructure (e.g., hypervisors, operating systems, routers, DNS servers,
etc,)?

2 PIEZTASHIEARIEZ SR - #OPE  IBURAESRT EAR ER 2%

Yes, Alibaba Cloud has established a security baseline in its internal requirements.
There are different security baseline requirements for physical, virtual, and related
components.

GRM-01.2:
Governance and Risk
Management - Baseline

Requirements

Do you have a capability to continuously monitor and report the compliance of
\your infrastructure against your information security baselines?

- AEREI RSN S RENERRZEELNRESETRR

Hin

Yes, Alibaba Cloud monitors the configuration and operating status of relevant
security baselines in a systematic way

GRM-01.3:
Governance and Risk
Management - Baseline

Requirements

Do you allow your clients to provide their own trusted virtual machine image to
ensure conformance to their own internal standards?

Z - IECRHEF RS ABENERNES

Yes, Alibaba Cloud provides customers with the ability to create or import custom
images

GRM-02.1:
Governance and Risk
Management - Data Focus
Risk Assessments

Do you provide security control health data in order to allow tenants to

Yes, Alibaba Cloud provides cloud monitoring products, allowing customers to visually

GRM-02.2:
Governance and Risk
Management - Data Focus
Risk Assessments

implement industry standard Continuous Monitoring (which allows continual S PR T RS 0 b P e DB e LA A E R .
L . ) check the resource operation status
tenant validation of your physical and logical control status)?
— _ . N Yes, Alibaba Cloud establishes a risk assessment process in accordance with relevant
Do you conduct risk assessments associated with data governance requirements 2 - WEXKERRERRE (111S09001/27001/27017/27018 % ) 11 K FIT{t7E 2

at least once a year?

- FRIBN =7 RIA

international standards (such as 1S09001/27001/27017/27018, etc.) and has been
confirmed by third-party audits

GRM-03.1:
Governance and Risk
Management - Management
Oversight

Are your technical, business, and executive igers responsible for maintaining
awareness of and compliance with security policies, procedures, and standards
for both themselves and their employees as they pertain to the manager and

employees’ area of responsibility?

2 0 B ZHYVEHE SAERIA A DT A2 (IR SR G S o Bl R 22 S AR ST
T PR SCRHE F S ET R E

Yes, Alibaba Cloud's management and the corresponding rights and responsibilities
team will regularly review the information security corresponding documents
according to the frequency requirements to ensure the application and operability of
the documents

GRM-04.1:
Governance and Risk
Management - Management
Program

Do you provide tenants with documentation describing your Information Security
Management Program (ISMP)?

2 0 TR = IR E R SINEREE » H R SHE{EIS02700 1 4P AR U kY

Yes, Alibaba Cloud provides third-party audit reports and related certification
information, and continues to follow ISO27001 to maintain corresponding documents

GRM-04.2:
Governance and Risk
Management - Management
Program

Do you review your Information Security Management Program (ISMP) least once
a year?

i R REERETT A (IS027001) MRS FRAA « AB VN
—%

Yes, Alibaba Cloud establishes an information security management system in
accordance with relevant international standards (such as 1ISO27001), and reviews it at
least once a year

GRM-05.1:
Governance and Risk
Management - Management
Support/Involvement

Do you ensure your providers adhere to your information security and privacy
policies?

2 IR ZAERN R E IR N EM AL S SIRRERIER » BRI ERNAA
FHRIE K - i REER R U IEA R A ZER

Yes, Alibaba Cloud has included security and privacy related requirements in the
supplier management process, and included the corresponding management
requirements in the contract between the two parties to ensure that the supplier must
comply with the relevant requirements

GRM-06.1:
Governance and Risk
Management - Policy

Do your information security and privacy policies align with industry standards
(ISO- 27001, 1SO-22307,
CoBIT, etc.)?

& MRS IEHRERRE (15027001/27017/27018/27701% ) EII{EE %5k
AL

Yes, Alibaba Cloud establishes an information security and privacy management
system in accordance with relevant international standards
(ISO27001/27017/27018/27701, etc.)

GRM-06.2:
Governance and Risk
Management - Policy

Do you have agreements to ensure your providers adhere to your information
security and privacy policies?

2 IR ZAE RN E IR N DM AL S SIRRERIER » BT ERNAA
FHRIE K - Hi RGN R B R A ZER

Yes, Alibaba Cloud has included security and privacy related requirements in the
supplier management process, and included the corresponding management
requirements in the contract between the two parties to ensure that the supplier must
comply with the relevant requirements

GRM-06.3:
Governance and Risk

Management - Policy

Can you provide evidence of due diligence mapping of your controls, architecture
and processes to regulations and/or standards?

2 0 PR ZHRHSOCY/ 311 N SR SAICPA TSCHRAEATBUH(E 2

Yes, Alibaba Cloud provides SOC2/3 report as mapping information between internal
control and AICPA TSC standard

GRM-06.4:
Governance and Risk

Management - Policy

Do you disclose which controls, standards, certifications and/or regulations you
comply with?

2 PIETREERES MERRE - TIOAMENESR - R TR EERO

Yes, Alibaba Cloud has continuously completed multiple international standards and
industry certification requirements, and displayed it at Alibaba Cloud Trust Center

GRM-07.1:
Governance and Risk
Management - Policy

Enforcement

Is a formal disciplinary or sanction policy established for employees who have
violated security policies and procedures?

2 PRI TEEERE D GEWTARMTHIES Z eI LA ESA

Yes, Alibaba Cloud's measures for employee management include the disposal of
personnel behavior standards and safety redlines
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GRM-07.2:
Governance and Risk
Management - Policy

Enforcement

Consensus Assessment Questions

Are employees made aware of what actions could be taken in the event of a
violation via their policies and procedures?

& 0 FTE B TAE AR > #00MGE R 5 T B HAR SRR ST B S B A

Yes, all employees must complete the relevant employee management code of
conduct reading and confirmation upon entry

GRM-08.1:
Governance and Risk
Management - Policy Impact
on Risk Assessments

Do risk assessment results include updates to security policies, procedures,
standards and controls to ensure they remain relevant and effective?

2 MESKBERRERE (#11S09001/27001/27017/27018 % ) 11 XL ITMERE
- FH BN ERIA R RFEREROAA

Yes, Alibaba Cloud establishes a risk assessment process in accordance with relevant
international standards (such as 1S09001/27001/27017/27018, etc.), and incorporates
the risk assessment results into the input of the system's continuous optimization

GRM-09.1:
Governance and Risk

Management - Policy

Do you notify your tenants when you make material changes to your information
security and/or privacy policies?

2 BESZEHERNTHRERETIEANEEE  EEARmE N thaFS T2
L H R NER

Yes, although the information security related management system belongs to Alibaba
Cloud internal information, if it affects customers, it will also be updated in the security
white paper.

GRM-09.2:
Governance and Risk

Management - Policy

Do you perform, at minimum, annual reviews to your privacy and security
policies?

£  FERKERAERTE (MIS027001 ) RUEREL R - AEVGESH
—%

Yes, Alibaba Cloud establishes an information security management system in
accordance with relevant international standards (such as ISO27001), and reviews it at
least once a year

GRM-10.1:
Governance and Risk

Are formal risk assessments aligned with the enterprise-wide framework and
performed at least annually, or at planned intervals, determining the likelihood

2 - WEKERRETE (11S09001/27001/27017/27018 % ) I KT fi7E

Yes, Alibaba Cloud establishes a risk assessment process in accordance with relevant
international standards (such as 1S09001/27001/27017/27018, etc.) and has been

Management - Risk and impact of all i d risks, using quali and quantitative methods? - FEBY=AMEIHEIA confirmed by third-party audits
Assessments
GRM-10.2:

Governance and Risk
Management - Risk
Assessments

Is the likelihood and impact associated with inherent and residual risk

d independently, considering all risk categories (e.g., audit results,
threat and vulnerability analysis, and regulatory compliance)?

2 MESKBERRERE (#11S09001/27001/27017/27018 % ) 11 XL ITMERE
- FEBE =S IRIA

Yes, Alibaba Cloud establishes a risk assessment process in accordance with relevant
international standards (such as ISO9001/27001/27017/27018, etc.) and has been
confirmed by third-party audits

GRM-11.1:
Governance and Risk
Management - Management
Framework

Do you have a documented, organization-wide program in plcae to manage risk?

2 - WERKERRERTE (41I1S09001/27001/27017/27018 % ) 211 RBIT &2
FICRSREBANNLETTR

Yes, Alibaba Cloud establishes a risk assessment process in accordance with relevant
international standards (such as 1S09001/27001/27017/27018, etc.) and has been
confirmed by third-party audits

GRM-11.2:
Governance and Risk
Management - Management
Framework

Do you make available doct ion of your organization-wide risk
management program?

2 MESKBERRERME (#11S09001/27001/27017/27018 % ) 11 XL ITMERTE
- HERSRHBRNNRAES R

Yes, Alibaba Cloud establishes a risk assessment process in accordance with relevant
international standards (such as ISO9001/27001/27017/27018, etc.) and has been
confirmed by third-party audits

Human Resources: Controls HRS-01 through HRS-11

HRS-01.1:
Human Resources - Asset
Returns

Are systems in place to monitor for privacy breaches and notify tenants

peditiously if a privacy event may have impacted their data?

S 0 PR 2T R ERRIRIZIERERAR o Y3 R P AL R I e
H -

Yes, Alibaba Cloud has established an emergency response process for privacy breach,
and will clearly inform customers when it involves customer privacy breach.

HRS-01.2:
Human Resources - Asset
Returns

Is your Privacy Policy aligned with industry standards?

2 PR EHRERBORIT ST IAER A - BRI EZEARE TR SURHIISO
27701/27018/29151 FIBS 100123A1EE -

Yes, Alibaba Cloud's privacy policy complies with relevant industry standards. At
present, Alibaba Cloud has obtained 1SO 27701/27018/29151 and BS 10012
certifications in the field of privacy.

HRS-02.1:
Human Resources -
Background Screening

Pursuant to local laws, regulations, ethics and contractual constraints, are all
employment candidates, contractors and involved third parties subject to
background verification?

2 MERRKEBETUSREXEARNRATRSE=SNERBE -

Yes, Alibaba Cloud conducts background checks on employees and third parties
based on industry best practices.

HRS-03.1:
Human Resources -

Employment Agreements

Do you specifically train your employees regarding their specific role and the
information security controls they must fulfill?

2 0 PR ZEN A TR Z SR RBNRRE S R E ) -

Yes, Alibaba Cloud conducts regular training for employees' overall security awareness
and professional skills.

HRS-03.2:
Human Resources -

Employment Agreements

Do you document employee acknowledgment of training they have completed?

2 0 PR ZIFRA 0 TIPS A A RIEHE R e

Yes, all employee training conducted by Alibaba Cloud will have related training
records or examination records.

HRS-03.3:
Human Resources -

Employment Agreements

Are all personnel required to sign NDA or Confidentiality Agreements as a
condition of employment to protect customer/tenant information?

2 0 PR ZATER 0 T ARSI R AE R R E TN -

Yes, all employees of Alibaba Cloud must sign a non-disclosure agreement with a
standard template for entry.

HRS-03.4:
Human Resources -

Employment Agreements

Is successful and timed completion of the training program considered a
prerequisite for acquiring and maintaining access to sensitive systems?

S 0 PR ZORRT R T ABRER R A LRIV B 01 TS RRA TAE(ESS ©

Yes, Alibaba Cloud takes new employee induction training and annual training as a
task that each employee must complete.

HRS-03.5:
Human Resources -

Employment Agreements

Are personnel trained and provided with awareness programs at least once a
year?

2 MEZEFEHSENN R THZERRE -

Yes, Alibaba Cloud launches security awareness training for employees every year.

HRS-04.1:
Human Resources -
Employment Termination

Are documented policies, procedures and guidelines in place to govern change
in employment and/or termination?

2 PR ZERLT BT AR - SR RIS BRI T A SAUREE SHRIT
TZEEETHE -

Yes, Alibaba Cloud has established management and control procedures for
employees' on-boarding, transfer, and resignation to automate the management of
employee account rights and HR processes.

HRS-04.2:
Human Resources -
Employment Termination

Do the above procedures and guidelines account for timely revocation of access
and return of assets?

o FIERETLT A TAR ~ R R FIEIREEERAR o R TR SAUREE S HRIT
EEAEITE -

Yes, Alibaba Cloud has established management and control procedures for
employees' on-boarding, transfer, and resignation to automate the management of
employee account rights and HR processes.
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HRS-05.1:

Consensus Assessment Questions

Are policies and procedures and measures imple d to strictly

limit access to your sensitive data and tenant data from portable and mobile

R, PR ZRE R T LA A R A, AR S AN AN . BT S

Yes, Alibaba Cloud strictly controls the security of terminal equipment during

Human'Resources - Mobile |devices (e.g., la;‘)tops, cﬁll phones and personal d[g?ita[ assistants (PDAs)), which Y e LR T employées' work. Unauthorized e.quipment caﬁno.t enter the office intranet. Alibaba
Device Management are generally higher- risk than non- portable devices (e.g., desktop computers at Cloud will not access user data without authorization.
the provider organization’s facilities)?
HRS-06.1: Are requirements for non-disclosure or confidentiality agreements reflecting the ~ . . o
I R . L . . e . Yes, Alibaba Cloud regularly reviews the confidentiality agreement documents to
Human Resources - Non-  |organization's needs for the protection of data and operational details identified, Y 2 PR SE A R B ARSI 55 HIFEK - .
. N . ensure that they meet the needs of the business.
Disclosure Agreements __|documented and reviewed at planned intervals?
HRS-07.1:
H R Do you provide tenants with a role definition document clarifying your v 1Y MRS A B T SR ST - Yes, Alibaba Cloud's security white paper clearly states the security management
uman Resources - S
o administrative responsibilities versus those of the tenant? https://security.aliyun.com/trust responsibilities with customers. https://www.alibabacloud.com/trust-center
Roles/Responsibilities
Yes, Alibaba Cloud has established a related process mechanism for access control,
HRS-08.1: . " . S, B L7 P T T M R M SRR, S0 BN U Skt AT AR 45 ;- [which controls permissions based on the principle of minimization; customers control
D de d tati ding h tenant dat Gelobs U ol n it o sy
Human Resources - odyou fr:jw; i ocumentation regaring how you may or access tenant data Y P EE AR VT RS, ELR R R AR AR BCIRSL T AR G . . FTE 2% |access to their data, and Alibaba Cloud does not access user data under unauthorized
and metadata? L e
Technology Acceptable Use LIS = 75 915027001 FIISO 27018 1y iAiE - conditions. . Alibaba Cloud has passed 15027001 and ISO 27018 certifications by third
parties.
HRS-08.2: . .
Do you collect or create metadata about tenant data usage through inspection . I, _ . § L
Human Resources - . . NA RIER [ B T R - Not applicable, Alibaba Cloud does not collect data in this way.
technologies (search engines, etc.)?
Technology Acceptable Use
HRS-08.3: . 3 9
Do you allow tenants to opt out of having their data/metadata accessed via . I, _ N ; . .
Human Resources - . . 3 NA RIER [ B T R - Not applicable, Alibaba Cloud does not collect data in this way.
inspection technologies?
Technology Acceptable Use
TR Do you provide a formal, role-based, security awareness training program for
e loud-related d date t i .g., multi- Yes, Alibaba Cloud conduct: I it traini d inations f
Hurman Resources - cloud-rela e. acc.ess and dai avmanagemen (ssues.(eg mul .z S v R e P T B o - es, Alibaba Cloud conducts regular security awareness training and examinations for
- tenancy,nationality, cloud delivery model segregation of duties implications and all employees.
Training/Awareness . ) )
conflicts of interest) for all persons with access to tenant data?
HRS-09.2:
T — Are adrﬁiq{s{ratafs and data stewarfis properly efiucat?d on their legal v 2. FESFRENNERES EERE - Yes, Alibaba Cloud conducts regular security awareness training and examinations for
L. responsibilities with regard to security and data integrity? all employees.
Traninig/Awareness
HRS-10.1: Are users made aware of their responsibilities for maintaining awareness and Ves, Alibaba Cloud g ' B traini d inati P
es, Alibaba Cloud conducts regular security awareness training and examinations for
Human Resources - User |compliance with published security policies, procedures, standards and applicable \ = MESFRENNERZ2B RIS - I | 9 & B
all employees.
Responsibility regulatory requirements? R
HRS-10.2: Al d f theil ibilities fc intaini fe and Yes, Alibaba Cloud conduct: I i traini d inations f
re users made aware of their responsibilities for maintaining a safe and secure — s . es, Alibaba Cloud conducts regular security awareness training and examinations for
Human Resources - User ) ) & Y Y 2 MESAREHANERZ2RRBIIRES - g Yy ¥
L working environment? all employees.
Responsiblility
HRS-10.3:
Human Resources - User  |Are users made aware of their for leavin, ded i t . . R R R Yes, Alibaba Cloud conducts regular security awareness training and examinations for
o . e ? e v o BRI AT R R - ¢ & 9
Responsiblility in a secure manner? all employees.
Human
HRS-11.1: B A ¢ polici d d ddress - . o ) y e Yes, Alibaba Cloud has established a data security management system in accordance
0 your data management policies and procedures address tenant and service , 4 R, &= SR Z X i X
Human Resources - Y ) B 9 P P Y = » WEEW,@@%EMM A (H[SO027001/27017/27018% ) M A% & BTk with relevant international standards (such as 1SO27001/27017/27018, etc.) and has
level conflicts of interests? » HER T =INE - . —
Workspace passed third-party certification.
HRS-11.2: 5 A ¢ polici d d include a t dit o . e Yes, Alibaba Cloud has established a data security management system in accordance
0 your data management policies and procedures include a tamper audit or , 4 R &= SR Z X i X
Human Resources - 4 ) B 9 . P .p P Y = » WEEW,@@%EMM A (HISO027001/27017/27018% ) i &%z & BTk 4 with relevant international standards (such as 1SO27001/27017/27018, etc.) and has
software integrity function for unauthorized access to tenant data? » g T =JFINE © . .
Workspace passed third-party certification.
HRS-11.3: Does the virtual machine management infrastructure include a tamper audit or
Human Resources - software integrity function to detect changes to the build/configuration of the Y Z - METZHEUNEERIRON - Yes, Alibaba Cloud supports escape detection at the virtual machine level.
Workspace virtual machine?
Identity and Access Management: Controls IAM-01 through IAM-13
LR Yes, Alibaba Cloud establishes access control management processes in accordance
Identi &A‘« ) Do you restrict, log and monitor access to your information security management 2 I S AAERSERRfE (A1IS027001 ) HETr i [FHZ IS ELARE o Wi Al kR £ |with relevant international standards (such as 1S027001) to ensure that access rights
enti ccess : N ‘! "
- tyt Audit Tool systems? (E.g., hypervisors, firewalls, vulnerability scanners, network sniffers, APIs, Y AMESER 3 Hifnd S5 R LA AR U m S5 RS » H g 1EM 42 H & |are minimized, and through automated access control mechanisms, rights are
anagement - Audit Tools - -
¥ a etc,) DIt recovered and frozen in a timely manner, and relevant logs are retained for
ccess

investigation




Control ID in CCM

Consensus Assessment Questions

Notes in English

Yes, Alibaba Cloud establishes access control management processes in accordance

IAM-01.2: — — ane < no lls . . .
A Do you monitor and log privileged access (administrator level) to information Z - MERKBERRERE (1015027001 ) BIrih0EE EERE - BRI RE|with relevant international standards (such as ISO27001) to ensure that access rights
Y . % . YTty AMEEER - FEBEBHEHDEENS - BRRRNKESHESE - BBFHAHES |are minimized, and through automated access control mechanisms, rights are
Management - Audit Tools |security management systems? N . ) )
Access DEE recovered and frozen in a timely manner, and relevant logs are retained for
investigation
IAM-02.1: Yes, Alibaba Cloud establishes access control management processes in accordance

Identity & Access
Management - Credential
Lifecycle/Provision

Do you have controls in place ensuring timely removal of systems access that is
no longer required for business purposes?

S R ERIGHAERRR A (A11S027001 ) By A s B EAZ - Bl R RRE
IMEGER - 3 ELE BB RS - REIR R EE SRS, - HEFEEREE
DAt E

with relevant international standards (such as 1ISO27001) to ensure that access rights
are minimized, and through automated access control mechanisms, rights are
recovered and frozen in a timely manner, and relevant logs are retained for

Management investigation
I1AM-02.2: Yes, Alibaba Cloud establishes access control management processes in accordance
Identity & Access 2o A SR A (AIISO27001 ) ey iff [l S MR » {7 [l AU A [with relevant international standards (such as ISO27001) to ensure that access rights

Management - Credential
Lifecycle/Provision

Do you provide metrics to track the speed with which you are able to remove
systems access that is no longer required for business purposes?

/AMEGER] » H ELEAE E B L1 FHEEALE » SRR R URE S 7RSS - BREFHESREE
DiftisE

are minimized, and through automated access control mechanisms, rights are
recovered and frozen in a timely manner, and relevant logs are retained for

Management investigation
TAM-03.1:
e D dedicated tworks to provid t t Ves, Alibaba Cloud's producti i t tion and maint
0 you use dedicated secure networks to provide management access to your . L . . es, Ibaba Cloua's prodauction environment, operation and maintenance
Management - U 2 g & R - BLETAETFRE - B S AT R AT A R P P

Diagnostic/Configuration
Ports Access

cloud service infrastructure?

environment and office environment all have a network isolation mechanism.

IAM-04.1:
Identity & Access
Management - Policies and
Procedures

Do you manage and store the identity of all personnel who have access to the IT
infrastructure, including their level of access?

2 0 IR RERIE PR RS

Yes, Alibaba Cloud has established a centralized access management system

1AM-04.2:
Identity & Access
Management - Policies and
Procedures

Do you manage and store the user identity of all personnel who have network
access, including their level of access?

pRN Pk ave L El e ER

Yes, Alibaba Cloud has established a centralized access management system

IAM-05.1:
Identity & Access
Management - Segregation
of Duties

Do you provide tenants with documentation on how you maintain segregation of
duties within your cloud service offering?

2 PIEZEZ £ E KLBNSS0C /38 iH ik ENEA B ENAYE &

Yes, Alibaba Cloud has stated the corresponding information in the security white
paper and SOC 2/3 audit report.

IAM-06.1:
Identity & Access
Management - Source Code
Access Restriction

Are controls in place to prevent unauthorized access to your application, program
or object source code, and assure it is restricted to authorized personnel only?

2 - MEXKBERRERLE (1015027001 ) BINAEEHIERRE - BRHENIRER
AMERER - FRBEE B EHOERENS - WRARRNKESASE - ABFRREE
N#tiEE

Yes, Alibaba Cloud establishes access control management processes in accordance
with relevant international standards (such as 1ISO27001) to ensure that access rights
are minimized, and through automated access control mechanisms, rights are
recovered and frozen in a timely manner, and relevant logs are retained for
investigation

IAM-06.2:
Identity & Access
Management - Source Code
Access Restriction

Are controls in place to prevent unauthorized access to tenant application,
program or object source code, and assure it is restricted to authorized personnel
only?

2 MESHKBERRERAE (HIS027001 ) BTG OZHIERARE - BRHIONIRE
AMEER - FREZEEHERENS - BRIRERNKES %S - BBFHARES
PPN

Yes, Alibaba Cloud establishes access control management processes in accordance
with relevant international standards (such as 1S5027001) to ensure that access rights
are minimized, and through automated access control mechanisms, rights are
recovered and frozen in a timely manner, and relevant logs are retained for
investigation

Yes, Alibaba Cloud establishes a business continuity management mechanism in

IAM-07.1: = = I
Identity & Access 2 - MERKERRERTE (15027001/22301% ) Bi7W/SELMERHE - B |accordance with relevant international standards (ISO27001/22301, etc.), and Alibaba
Mana emg\t ~Third Pa Do you provide multi-failure disaster recovery capability? ETREFLZSNUTARKLERE  REPESHABEENNZR - BIRRSFHEUE  |Cloud provides customers with the choice of multiple Availability Zones, supports
s Access i fE- customers to deploy corresponding resources at multiple points, and ensures the
continuous operation of services.
IAM-07.2: Yes, Alibaba Cloud establishes a business continuity management mechanism in
- 2 o [ ARG ET AT = ) i d ith relevant international standards (I5027001/22301, etc), and Alibab;
Identity & Access Do you monitor service continuity with upstream providers in the event of = F"J@K{Rﬁfﬁ%@ﬂm%& (1S027001/22301%% ) HETLILZ TR HE“J gecel ancg UAEA) (5 EOETLE () (.erna ional 5 andards (, ) /: 2 etc), and Alibaba
i i i AR S KA R RS A BRI VR - B %RE  |Cloud provides customers with the choice of multiple Availability Zones, supports
Management - Third Party |provider failure? E 3 EZS " / °
Access fE- customers to deploy corresponding resources at multiple points, and ensures the

continuous operation of services.
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Consensus Assessment Questions

Notes in English

Yes, Alibaba Cloud establishes a business continuity management mechanism in

1AM-07.3: = = I
Identity & Access 2 FIERKEHAEPRMIE (1S027001/22301% ) BI7\IFHiESEEEHE - B |accordance with relevant international standards (IS027001/22301, etc.), and Alibaba
Mana emg\t Third|Pa Do you have more than one provider for each service you depend on? ELRUBLPZNTHXWLERE  IREFPESRABEMNER - BIRIESFHEIE  |Cloud provides customers with the choice of multiple Availability Zones, supports
J Access k4 fE - customers to deploy corresponding resources at multiple points, and ensures the
continuous operation of services.
1AM-07.4: Yes, Alibaba Cloud establishes a business continuity management mechanism in
erty s oy ot s ot oy n ity o B METURASERN (SOTOND0S) BTSN B o i el s GG, o o i
Management - Third Party |including the services you depend on? ERREES SN FTRRMER » SRS R EHTAS i a . ? . . y YD
Access fFe customers to deploy corresponding resources at multiple points, and ensures the
continuous operation of services.
IAM-07.5: Yes, Alibaba Cloud establishes a business continuity management mechanism in
Identity & A.c;ess 2 FIERKERAEPRMIE (1S027001/22301% ) BI7\IFHiESEEEHE - B |accordance with relevant international standards (IS027001/22301, etc.), and Alibaba
Mana em::\t Third|Pa Do you provide the tenant the ability to declare a disaster? ELRUBLPZNUHAXWERE  IREFPESRABEMNER - BIRIESFHEIE  |Cloud provides customers with the choice of multiple Availability Zones, supports
e Access k4 fE - customers to deploy corresponding resources at multiple points, and ensures the
continuous operation of services.
IAM-07.6: Yes, Alibaba Cloud establishes a business continuity management mechanism in
Identity & A‘«c;ess 2 I S AAERSE R (1S027001/22301% ) HETrl % E4r 4 a4 » By |accordance with relevant international standards (IS027001/22301, etc.), and Alibaba
Mana emets):\t Third Part Do you provide a tenant-triggered failover option? SR P AN KA R PR S BN AT VR fRRR %S EgE  |Cloud provides customers with the choice of multiple Availability Zones, supports
e Access Y fFe customers to deploy corresponding resources at multiple points, and ensures the
continuous operation of services.
1AM-07.7:
Identity & Access . L . A — = 3 S N No, the business continuity plan belongs to Alibaba Cloud internal information, but is
D h bi t d redund. l th t ts? >l sk 1 o] B EE - (HEHH= TR IS ) X )
Management - Third Party 0 you share your business continuity and redundancy plans with your tenants A o bS5 RE T B R AE; EEHA R =J7 B it BT T S R ey i) e ety o iy e
Access
IAM-08.1: Yes, Alibaba Cloud stated in the service agreement the management responsibilities
Identity & Access S, B RS U P A K 2 P B [ B ST S U B, AUHEZE P FEALIAIR |and access rights for customer data. The customer data can be accessed only when
Do you document how you grant and approve access to tenant data? ] R ol s N X ) . )
Management - Trusted Y e b2 LR A REVT IR 2 B, LA R R R 2 A H S DU authorized by the customer, and the corresponding operations will keep logs for
Sources inspection.
IAM-08.2:
Identity & A Do you have a method of aligning provider and tenant data classification
S A s . f aligning p 2 & B EHER S HE P E S UE No, the classification of customer data is up to the customer
Management - Trusted  |methodologies for access control purposes?
Sources
IAM-09.1: Does your management provision the authorization and restrictions for user Yes, Alibaba Cloud establishes access control management processes in accordance

Identity & Access
Management - User Access
Authorization

access (e.g., employees, contractors, customers (tenants), business partners
and/or suppliers) prior to their access to data and any owned or managed
(physical and virtual) applications, infrastructure systems and network
components?

S R ERIGHAERR A (A11S027001 ) By A s B ELAZ - iy R ARE
IMEGER - 3 ELE BB LS - SREIR R EE SRS - HRFEEREE
DAftEE

with relevant international standards (such as 1S027001) to ensure that access rights
are minimized, and through automated access control mechanisms, rights are
recovered and frozen in a timely manner, and relevant logs are retained for
investigation

1AM-09.2:
Identity & Access
Management - User Access
Authorization

Do you provide upon request user access (e.g., employees, contractors, customers
(tenants), business partners and/or suppliers) to data and any owned or
managed (physical and virtual) applications, infrastructure systems and network
components?

2 - MESKBERRERAE (2IS027001 ) BTG OZHIERARE - BIRHIONIRE
AMEEER - FRBEZEHEHERENS - BRIRERNKESKE - BBFARES
PGS

Yes, Alibaba Cloud establishes access control management processes in accordance
with relevant international standards (such as 1S027001) to ensure that access rights
are minimized, and through automated access control mechanisms, rights are
recovered and frozen in a timely manner, and relevant logs are retained for
investigation

IAM-10.1:
Identity & Access
Management - User Access

Do you require at least annual certification of entitlements for all system users
and administrators (exclusive of users maintained by your tenants)?

S B ERIGHAERRR A (A11S027001 ) By A Ed B ELAZ - Bl R ARA
IMEGER - 3 ELE BB LS - SREIR R EE SRS - HRFEEREE
LAt E

Yes, Alibaba Cloud establishes access control management processes in accordance
with relevant international standards (such as 1ISO27001) to ensure that access rights
are minimized, and through automated access control mechanisms, rights are
recovered and frozen in a timely manner, and relevant logs are retained for

Reviews . Are
investigation
IAM-10.2: Yes, Alibaba Cloud establishes access control management processes in accordance
Identity & Access If users are found to have inappropriate entitlements, are all remediation and 2 o PR RIGHARERR A (QIS027001) L HFEHERIAZ - Hif i IR [With relevant international standards (such as 1SO27001) to ensure that access rights
Management - User Access |certification actions recorded? AMEEE > 3 Bt E s S B ERAUR A UE S %RsE » B 7EfE42HE |are minimized, and through automated access control mechanisms, rights are
- ' DIt recovered and frozen in a timely manner, and relevant logs are retained for

investigation




Control ID in CCM

Consensus Assessment Questions

Notes in English

Yes, Alibaba Cloud establishes access control management processes in accordance

IAM-10.3: = o B RIS ETAR A (ISO27001 ) ety il ek B » o (i [ AR A with relevant international standards (such as 1S027001) to ensure that access rights
Identity & Access Will you share user entitlement remediation and certification reports with your IMEGER » 3 FLiE s E A AL - AR R E S s - H ¥ Ef4: % [are minimized, and through automated access control mechanisms, rights are
Management - User Access |tenants, if inappropriate access may have been allowed to tenant data? DUHEEE o 40 o I S AE RS P A R N A&k & P& EE » FI2 AR [recovered and frozen in a timely manner, and relevant logs are retained for
Reviews ES— AR - investigation. In addition, Alibaba Cloud only accesses customer data if authorized by
the customer, and the relevant permissions follow uniform access control rules.
. R . I Yes, Alibaba Cloud establishes access control management processes in accordance
IAM-11.1: Is timely deprovisioning, revocation or modification of user access to the

Identity & Access
Management - User Access

organizations systems, information assets and data implemented upon any
change in status of employees, contractors, customers, business partners or

S B ERIGHSAERRR A (A11S027001 ) By i [aH s B EAZ - Bl EARE
IMEGERT - 3 ELE BB RS - SREIR R EE SRS, - HRFEEREE
DAt

with relevant international standards (such as 1IS027001) to ensure that access rights
are minimized, and through automated access control mechanisms, rights are
recovered and frozen in a timely manner, and relevant logs are retained for

Revocation involved third parties? . L
investigation
LA Yes, Alibaba Cloud establishes access control management processes in accordance
e A.c;ess Is any change in user access status intended to include termination of 2 [ A SR (AIISO27001 ) ey iff [l S AT RE » {175 [l AU Ak [with relevant international standards (such as 1SO27001) to ensure that access rights
- eme:t R — employment, contract or agreement, change of employment or transfer within IMESERT 3 Hifnd S5 LA AR R U E S5 RS » H g 7EM 42 H & |are minimized, and through automated access control mechanisms, rights are
¥ X the organization? DIt recovered and frozen in a timely manner, and relevant logs are retained for
Revocation ) L
investigation
1AM-12.1:
Identity & A D rt f, or integrati ith, existil t - based Single Si N
entity ccess DL . use of, or in egrva Fl) TS, ALy (BB e S Sl T2 0 P B A B [ R 55 S R SSORY B2k Yes, Alibaba Cloud's resource access management service supports SSO integration
Management - User ID On (SSO) solutions to your service?
Credentials
1AM-12.2:
Identity & A Do you use open standards to dele hentication capabilities to your
entity ccess 4 P - y 2o R HESAML 2.0 55T l0E A br Yes, Alibaba Cloud supports SAML 2.0 and related industry common standards
Management - User ID tenants?
Credentials
1AM-12.3:
Identity & A D rt identity federation standards (SAML, SPML, WS- )
e At 0 you fuppo Cey e lEanG an. ar. 56 L 2 [0 B 7 RISAML 2.0 SHH ST lE AT Yes, Alibaba Cloud supports SAML 2.0 and related industry common standards
Management - User ID Federation, etc.) as a means of authenticating/aut horizing users?
Credentials
1AM-12.4: Yes, Alibaba Cloud's resource access management service provides permission
Identity & Access Do you have a Policy Enforcement Point capability (e.g., XACML) to S (] B R ) R SR AR S N AE » 1E B P RERIE B SRV ZEKECE RS2 [management functions, allowing customers to configure related permissions
Management - User D |enforce regional legal and policy constraints on user access? HYRUR - 3 B R B RIVZRINEE (WFEERESSRRRIE) according to their own requirements, and can set related security functions (such as
Credentials password complexity and multi-factor authentication)
IAM-12.5: R . . L Yes, Alibaba Cloud's resource access management service provides permission
Identity & A Do you have an identity management system (enabling classification of data for B R R SRR TIAE » L% R S S B R R B P lowi " o i ated L
enti ccess By . = 0 [ RSB BERREHEIIRE © B P REMKIR PES 42 |management functions, allowing customers to configure related permissions
t 1y lace t ble both role-based and context-based entitl t t ‘, 9 =5 i 3 . . . N .
Management - User ID Zatean:zn Yl P2 0 L0 et el 2 e T et T e ts BRI » 3 B alR EAERIVZRIME (WEEERESZRRRIE) according to their own requirements, and can set related security functions (such as
Credentials ) password complexity and multi-factor authentication)
IAM-12.6: Yes, Alibaba Cloud's resource access management service provides permission
Identity & Access Do you provide tenants with strong (multifactor) authentication options (digital S (] B R ) B R SR AR S BRI AE » 1E P RERIE E S RYZEKECE RS2 [management functions, allowing customers to configure related permissions
Management - User ID  |certs, tokens, biometrics, etc.) for user access? HIRUR - 3 B o EHANZ 2T (NEBERESZRERIE) according to their own requirements, and can set related security functions (such as
Credentials password complexity and multi-factor authentication)
1AM-12.7: Yes, Alibaba Cloud's resource access management service provides permission
Identity & Access . . . . S (] B R ) R SR AR S RN AE » 1E A P RERIE B S RYZEKECE RS2 [management functions, allowing customers to configure related permissions
D llow te ts t third-party identit ? A S N - N
Management - User ID R GBI LS WD EE U (L 58 I S HYRUR » 3 B R BRIV ZRINME (WEEERESSRERIE) according to their own requirements, and can set related security functions (such as
Credentials password complexity and multi-factor authentication)
IAM-12.8: Yes, Alibaba Cloud's resource access management service provides permission
Identity & Access Do you support password (minimum length, age, history, complexity) and S (] B R ) R SR AR S R INAE » 1E P RERIE B S RYZEKECE RS2 [management functions, allowing customers to configure related permissions
Management - User D |account lockout (lockout threshold, lockout duration) policy enforcement? HYRUR » 3 B R B RIVZRINME (WEEERESSRRRIE) according to their own requirements, and can set related security functions (such as
Credentials password complexity and multi-factor authentication)
1AM-12.9: Yes, Alibaba Cloud's resource access management service provides permission
Identity & Access Do you allow tenants/customers to define password and account lockout policies S (] B R ) R SR AR S RIS » 1R P RERIE E S RYZEKECE RS2 [management functions, allowing customers to configure related permissions
Management - User D |for their accounts? HYRUR - 3 B R B RIVZRINME (WEEERESSRRRIE) according to their own requirements, and can set related security functions (such as
Credentials password complexity and multi-factor authentication)
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Consensus Assessment Questions

Notes in English

I1AM-12.10: Yes, Alibaba Cloud's resource access management service provides permission
Identity & Access . N S (] B R ) ER R SR AR S BN AE » 1E A P RERIE E S RYZEKECE RS2 [management functions, allowing customers to configure related permissions
D rt the ability t d ch t logon? N == N : X ) . ) N .
Management - User ID 0 you support the ability to force password changes upon first logon HYRUR » 3 B R EAERIVZ I (WEEEIESSRERIE) according to their own requirements, and can set related security functions (such as
Credentials password complexity and multi-factor authentication)
IAM-12.11: Yes, Alibaba Cloud's resource access management service provides permission
Identity & Access Do you have mechanisms in place for unlocking accounts that have been locked S (] B R ) R SR AR S BRI RS » 1E P RERIE B S RYZEKECE RS2 [management functions, allowing customers to configure related permissions
Management - User D |out (e.g., self-service via email, defined challenge questions, manual unlock)? HYRUR » 3 B ulR EAERIVZ I (WEEERESSRBRIE) according to their own requirements, and can set related security functions (such as
Credentials password complexity and multi-factor authentication)
IAM-13.1:
) " o . . - Yes, Alibaba Cloud's cloud product operation and maintenance system is divided into
Identity & Access Are utilities that can significantly manage virtualized partitions (e.g., shutdown, B, FIEZMER SE8REAA RS GHE, 3 BN B 5 A T R e

Management - Utility
Programs Access

clone, etc.) appropriately restricted and monitored?

TrBEREE

high-risk operations and ensures that only authorized personnel can be granted high
authority capabilities

1AM-13.2:
Identity & Access
Management - Utility
Programs Access

Do you have a capability to detect attacks that target the virtual infrastructure
directly (e.g., shimming, Blue Pill, Hyper jumping, etc.)?

2 PR RN AP G TR IE - BN ES

7o F TN AN E

Yes, Alibaba Cloud monitors the cloud platform in real time, analyzes potential attacks
and vulnerabilities, and handles them accordingly.

IAM-13.3:
Identity & Access
Management - Utility
Programs Access

Are attacks that target the virtual infrastructure prevented with technical
controls?

2 0 PIEZENN P ERTE SR - MEENRES

> R TERAYAE

Yes, Alibaba Cloud monitors the cloud platform in real time, analyzes potential attacks
and vulnerabilities, and handles them accordingly.

Infrastructure and Virtualization Security: Controls IVS-01 through IVS-13

1VS-01.1:
Infrastructure & Virtualization
Security - Audit
Logging/Intrusion Detection

Are file integrity (host) and network Are file integrity (host) and network intrusion
detection (IDS) tools implemented to help facilitate timely detection, investigation
by root cause analysis and response to incidents?

2 MEZ AP A2 R RIRIE& B SRR AFE - MEEE
BEHI B HERAE BN G - AT BN R TS
> RISEHBRE

Yes, security monitoring on the Alibaba Cloud platform side can timely discover
security incidents in which the platform's own applications and hosts, networks, and
other resources have been maliciously attacked. After the security incidents are
discovered, the cloud platform's internal emergency response process is triggered to
properly handle and eliminate the impact in a timely manner. .

1VS-01.2:
Infrastructure & Virtualization
Security - Audit
Logging/Intrusion Detection

Is physical and logical user access to audit logs restricted to authorized
personnel?

- MERAERY T SO EREING - X B SRR 0 th B E 0 2

X KO

Yes, Alibaba Cloud has established a strict access control mechanism, and access to
log data must also comply with access control requirements.

IVS-01.3:
Infrastructure & Virtualization
Security - Audit
Logging/Intrusion Detection

Can you provide evidence that due diligence mapping of regulations and
standards to your controls/architectu re/processes has been done?

2 0 TR RTAZ S ERIRIE SN SMEDRIET T USRS » 20S0C 2/3 » 1SO 270024 -

Yes, Alibaba Cloud has matched security controls and related external compliance
requirements, such as SOC 2/3, ISO 27002, etc.

1VS-01.4:
Infrastructure & Virtualization
Security - Audit
Logging/Intrusion Detection

Are audit logs centrally stored and retained?

2 PIEZAAREHTE - S L - SIS R/

Yes, Alibaba Cloud automatically collects logs, centralized management, and real-
time/near-real-time monitoring/auditing.

IVS-01.5:
Infrastructure & Virtualization
Security - Audit
Logging/Intrusion Detection

Are audit logs reviewed on a regular basis for security events (e.g., with
automated tools)?

- MEEEMRERE - EPLEE - NN/ ESNER/FET -

Hin

Yes, Alibaba Cloud automatically collects logs, centralized management, and real-
time/near-real-time monitoring/auditing.

1VS-02.1:
Infrastructure & Virtualization
Security - Change Detection

Do you log and alert any changes made to virtual machine images regardless of
their running state (e.g., dormant, off or running)?

2 FIERICRATANEE » BEHESNAHSISZIEE -

Yes, Alibaba Cloud records all changes, and the change log will be included in the
scope of log monitoring.

1VS-02.2:
Infrastructure & Virtualization
Security - Change Detection

Are changes made to virtual machines, or moving of an image and subsequent
validation of the image's integrity, made immediately available to customers
through electronic methods (e.g., portals or alerts)?

& Ul EEHIBHEA ERTET » 2P DA B N S S A IR S E

Yes, when the Alibaba Cloud image is updated, customers can obtain relevant
information in the official website product documentation or notification

1VS-03.1:
Infrastructure & Virtualization
Security - Clock
Synchronization

Do you use a synchronized time- service protocol (e.g., NTP) to ensure all systems
have a common time reference?

» B RERHT B EREY -

T

Yes, Alibaba Cloud has achieved clock synchronization.

1IVS-04.1:
Infrastructure & Virtualization
Security - Information System
Documentation

Do you provide documentation regarding what levels of system (network,
storage, memory, I/O, etc.) oversubscription you maintain and under what
circumstances/scenarios?

SR [ B AT R T T R P HISLASTRY

Yes, all Alibaba Cloud products provide customer-oriented SLA documents.
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1VS-04..
Infrastructure & Virtualization
Security - Information System
Documentation

Consensus Assessment Ques

Do you restrict use of the memory oversubscriptioncapabilities present in the
hypervisor?

S IR RERTLT SEEA VORI » SRATHETA R © H AL 70 B
TR A » DURIE TRl 35 R AR <

Notes in English

Yes, Alibaba Cloud has established a comprehensive resource management
mechanism that performs capacity planning in advance and systematically monitors
resources in real time to ensure that resources meet business needs.

1VS-04.3:
Infrastructure & Virtualization
Security - Information System
Documentation

Do your system capacity requirements take into account current, projected and
anticipated capacity needs forall systems used to provide services to the tenants?

S 0 IR ZEL T SE R M FUREENLE] SRR TR B  H ARG EA T2 BT
TSR > DURIEBTRN L 35 7 RAGHEIE -

Yes, Alibaba Cloud has established a comprehensive resource management
mechanism that performs capacity planning in advance and systematically monitors
resources in real time to ensure that resources meet business needs.

1VS-04.4:
Infrastructure & Virtualization
Security - Information System
Documentation

Is system performance monitored and tuned in order to continuously meet
regulatory, contractual and business requirements for all the systems used to
provide services to the tenants?

BRSNS IRE R RELURIEN SLANK & BRI S BRAEEBRE

Yes, Alibaba Cloud monitors the performance of various products to ensure
compliance with SLAs and compliance with business and regulatory requirements.

IVS-05.1:
Infrastructure & Virtualization
Security - Vulnerability
Management

Do security vulnerability assessment tools or services accommodate the
virtualization technologies being used (e.g., virtualization aware)?

i BB - Ba/ A SIS AR B R -

Yes, Alibaba Cloud uses vulnerability scanning, penetration testing, and black/white
box testing to discover security issues.

1VS-06.1:
Infrastructure & Virtualization

Security - Network Security

For your laas offering, do you provide customers with guidance on how to create
a layered security architecture equivalence using your virtualized solution?

2 PIERE T 2O - il ERZEIET %55 (20 RE A P e Bl fi 2
Eait

Yes, Alibaba Cloud has released guidance documents such as security white papers
and enterprise cloud security guidelines to help users implement secure product
deployment.

1VS-06.2:
Infrastructure & Virtualization

Security - Network Security

Do you regularly update network architecture diagrams that include data flows
b security d

2 o [T SR A AP SRR U 2 A ]

Yes, the Alibaba Cloud network team maintains and regularly updates the network
architecture diagram.

1VS-06.3:
Infrastructure & Virtualization

Security - Network Security

Do you regularly review for appropriateness the allowed access/connectivity (e.g.,
firewall rules) between security domains/zones within the network?

» P B S M PP e SRS H T B I KB R =

T

Yes, Alibaba Cloud monitors the status of network security and conducts timely risk
follow-up.

1VS-06.4:
Infrastructure & Virtualization

Are all firewall access control lists documented with business justification?

> AR EANE S 18, - I AR Bt A kT

T

Yes, all network access rules are recorded by the platform and can only be changed
after approval

Security - Network Security
I ail

Infrastructure & Virtualization
Security - OS Hardening and
Base Controls

Are operating systems hardened to provide only the necessary ports, protocols
and services to meet business needs using technical controls (i.e. antivirus, file
integrity monitoring and logging) as part of their baseline build standard or
template?

> PR AT SR SIERCEE - WHRE RS S B G TIE

T

Yes, Alibaba Cloud has established a security baseline and hardening configuration
requirements to harden the operating system and images

1VS-08.1:
Infrastructure & Virtualization
Security - Production/Non-
Production Environments

For your Saa$ or Paas offering, do you provide tenants with separate
environments for production and test processes?

» A P BT AP BRI A P R B T 5

T

Yes, customers can devide their production and non-production environments
according to their choice.

1VS-08.2:
Infrastructure & Virtualization
Security - Production/Non-
Production Environments

For your laa$ offering, do you provide tenants with guidance on how to create
suitable production and test environments?

2 0 PR TR T RESRBA L BRSSP R BN

Yes, Alibaba Cloud provides best practices and guidelines for enterprises to go to the
cloud. For details, see Alibaba Cloud's official website.

1VS-08.
Infrastructure & Virtualization

Security - Production/Non-
Production Environments

Do you logically and physically segregate production and non-production
environments?

» PR RN AP BTAIE RA P B ST T RS

T

Yes, Alibaba Cloud has isolated production and non-production environments.

1VS-09.1:
Infrastructure & Virtualization
Security - Segmentation

Are system and network environments protected by a firewall or virtual firewall
to ensure business and customer security requirements?

& FIERIEHRE R (L11S027001/CSA-STAR/PCI-DSSE ) T RAZE A FRAL ]
» BB = s A DI

Yes, Alibaba Cloud establishes a network management mechanism in accordance with
relevant international standards (such as 1ISO27001/CSA-STAR/PCI-DSS, etc.), and
regular review by third-party to confirm suitability

1VS-09.2:
Infrastructure & Virtualization
Security - Segmentation

Are system and network environments protected by a firewall or virtual firewall
to ensure compliance with legislative, regulatory and contractual requirements?

& FIERIEHRE T (L11S027001/CSA-STAR/PCI-DSSE ) T RAZE A FRAL ]
» HEE =7 A I

Yes, Alibaba Cloud establishes a network management mechanism in accordance with
relevant international standards (such as 1ISO27001/CSA-STAR/PCI-DSS, etc.), and
regular review by third-party to confirm suitability

1VS-09.3:
Infrastructure & Virtualization
Security - Segmentation

Are system and network environments protected by a firewall or virtual firewall
to ensure separation of production and non-production environments?

& FIERIEHRE T (L11S027001/CSA-STAR/PCI-DSSE ) T RAZE & FRAL ]
» BB = A I

Yes, Alibaba Cloud establishes a network management mechanism in accordance with
relevant international standards (such as 1ISO27001/CSA-STAR/PCI-DSS, etc.), and
regular review by third-party to confirm suitability

1VS-09.4:
Infrastructure & Virtualization
Security - Segmentation

Are system and network environments protected by a firewall or virtual firewall
to ensure protection and isolation of sensitive data?

& FIERIEHARE R (L11S027001/CSA-STAR/PCI-DSSE ) L R4S A FRHL ]
» BB = A I

Yes, Alibaba Cloud establishes a network management mechanism in accordance with
relevant international standards (such as 1ISO27001/CSA-STAR/PCI-DSS, etc.), and
regular review by third-party to confirm suitability
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Notes in Chinese

1VS-10.1:
Infrastructure & Virtualization
Security - VM Security

Consensus Assessment Questions

Are secured and encrypted communication channels used when migrating
physical servers, applications or data to virtual servers?

52 0 TR RHEIE S i R A R R IR RO - (SR
FP i) CEfEEORES ) SBHREE T SSU/TLSHHCREMERGR S 4 - fila
FIPASE PR RIS EE - IR AR & S AHTTPS TR - FrAHI
AT A PR T SR HTTPSHYAPL ] 5, » HH2 ek 256 i B 4HH (& Hn s
iR USRI (L R R

Notes in English
Yes, Alibaba Clof lata transmission security Is guaranteed by data transmission linl
encryption. Transmission encryption means that cloud products provide SSL/TLS
protocol for users to access (including read and upload) data to ensure the security of
data transmission. For example, if the user operates through the Alibaba Cloud
console, the Alibaba Cloud console will use HTTPS for data transmission. All Alibaba
Cloud products provide customers with API access points that support HTTPS, and
provide transmission encryption strength of up to 256-bit keys to meet sensitive data
encrvption transmission requirement

1VS-10.2:
Infrastructure & Virtualization
Security - VM Security

Do you use a network segregated from production-level networks when
migrating physical servers, applications or data to virtual servers?

& IR RS IR R -

Yes, Alibaba Cloud's production network is isolated from non-production networks.

1VS-11.1:
Infrastructure & Virtualization
Security - Hypervisor
Hardening

Do you restrict personnel access to all hypervisor management functions or
administrative consoles for systems hosting virtualized systems based on the
principle of least privilege and supported through technical controls (e.g., two-
factor authentication, audit trails, IP address filtering, firewalls and TLS-

encapsulated communications to the administrative consoles)?

1vs-12.1:
Infrastructure & Virtualization
Security - Wireless Security

S PR DTS EEER R IEAUR © FrARIIEESHE HRIEFH N A AR
HAEH RS -

Yes, Alibaba Cloud strictly controls the access rights of the production system. All
accesses are logged and included in the scope of intrusion detection and log audit.

Are policies and procedures established and mechanisms configured and
implemented to protect the wireless network environment perimeter and to
restrict unauthorized wireless traffic?

2 0 PRI T PRSI TEL LS BRI o DAR ARG A P PR T A i 6] <

Yes, Alibaba Cloud has established a strict wireless network management and control
mechanism to prevent unauthorized access to the production network.

1Vs-12.2:
Infrastructure & Virtualization
Security - Wireless Security

Are policies and procedures established and mechanisms implemented to ensure
wireless security settings are enabled with strong encryption for authentication
and transmission, replacing vendor default settings? (e.g., encryption keys,
passwords, SNMP community strings)

1IVs-12.3:

S 0 PR ZHE R EA T T 2R ENNE - DA IRIERAUA BINHER BER
HIilE] ©

Yes, Alibaba Cloud has strengthened the security configuration of the wireless
networks used to prevent unauthorized persons from accessing related resources.

Are policies and procedures established and mechanisms implemented to protect

Infrastructure & Virtualization
Security - Wireless Security

wireless network environments and detect the presence of unauthorized (rogue)
network devices for a timely disconnect from the network?

S 0 TR T S AR A - T RLSR /A SERIIZAL 6] -

Yes, Alibaba Cloud has established a network intrusion prevention system that detects
unauthorized access in real-time/near-real-time through tools.

IvVs-13.1:
Infrastructure & Virtualization
Security - Network
Architecture

Do your network architecture diagrams clearly identify high-risk environments
and data flows that may have legal compliance impacts?

S 0 TR ZYEPH BRI > SR TIFEARRIA RSN -

Yes, Alibaba Cloud maintains and updates the network architecture diagram, and
analyzes and evaluates relevant legal compliance risks in real time.

IvVS-13.2:
Infrastructure & Virtualization
Security - Network
Architecture

Do you implement technical measures and apply defense- in-depth techniques
(e.g., deep packet analysis, traffic throttling and black-holing) for detection and
timely response to network-based attacks associated with anomalous ingress or
egress traffic patterns (e.g., MAC spoofing and ARP poisoning attacks) and/or
distributed denial- of-service (DDoS) attacks?

2 0 PIEZM R SRR B - FE A &SRR =185 - HE
SEEZRIFEMAENHE - WEHE - MARRZM ) HEHTEE - Ha51S
AR HEFEAELIETE « SHEMTRMSES M EEEY - Bl e nE
EIER > X HASHHTABRAIT - tisE BRIV R LS I - — BRBSH L 2R
 SHEFBEZASAZRERETE B TEERT - BT - A - ibERE)
aBRIZE 2RI A FHESE — R TN AR -

Yes, Alibaba Cloud's security monitoring is mainly divided into three parts: log
collection, anomaly analysis and detection, and alarm display. Log collection is mainly
to collect host logs, network logs, application layer and cloud product logs on the
platform side and import them to the real-time computing platform and offline
computing platform, respectively. Anomaly analysis and detection will process and
analyze logs through security monitoring algorithm models in various computing
platforms to complete risk discovery and monitoring. Once abnormal security events
are found, alarms will be displayed on Alibaba Cloud's internal security monitoring
platform, and security emergency personnel will be notified by nailing, text messaging,
email notification, etc. to respond and deal with them as soon as possible.

Interoperability a

nd Portability: Controls IPY-01 through IPY-05

IPY-01.1:
» ... |Do you publish a list of all APIs available in the service and indicate which are . . . - N N " . Yes, Alibaba Cloud has released API-related operation information. For details, please
Int bility & Portabil B, [ APHEAAHRIEEE, » S5 D 2 "
M IA)I;I ortability standard and which are customized? =+ R REARAAPHRAAIRES AT AR refer to the Alibaba Cloud official website documentation.
- APIs
IPY-02.1:

Interoperability & Portability
- Data Request

Is unstructured customer data available on request in an industry-standard
format (e.g., .doc, .xls, or .pdf)?

2 MEZEERTBAPHANBREESR  FHEESHNEREMXY

Yes, Alibaba Cloud has released API-related operation information. For details, please
refer to the Alibaba Cloud official website documentation.

IPY-03.1: Do you provide policies and procedures (i.. service level agreements) governing Yes, Alibaba Cloud has released API-related operation information. For details, please
Interoperability & Portability |the use of APIs for interoperability between your service and third- party R, BTEZEH RAAPIHIC BRI, VERAHS BT Z 5 S0 ' . - . 2 ) ) i
K o refer to the Alibaba Cloud official website documentation.
- Policy & Legal applications?
1PY-03.2:
Interoperability & Portability Do yOI..l pro.vide polici?s aﬁd procedures (ie. service leve{ agreements) governing 2. MEEEERAHRENNES KT - AR HE RS R EA Yes,. each product o.f ».A.Iibaba Cloud has a corresponding service level agreement,
5 the migration of application data to and from your service? stating the responsibility of customer data storage
- Policy & Legal
IPY-04.1:

Interoperability & Portability
- Standardized Network
Protocols

Can data import, data export and service management be conducted over secure
(e.g., non-clear text and authenticated), industry accepted standardized network
protocols?

Z - RRERNE R PO ERTIERNNELRNENE

Yes, the industry-wide network transmission encryption protocol can be used during
data transmission

IPY-04.2:
Interoperability & Portability
- Standardized Network
Protocols

Do you provide consumers (tenants) with documentation detailing the relevant
interoperability and portability network protocol standards that are involved?

S o B AR AR o T (5 T R R P AR R P E

Yes, the industry-wide network transmission encryption protocol can be used during
data transmission
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IPY-05.1:

Consensus Assessment Questions

Do you use an industry-recognized virtualization platform and standard

Notes in English

Yes, Alibaba Cloud's image export and import uses the industry's common OVF and

Interoperability & Portability [ .~ "~ . I 2 NEZHNRESESSAKATWERNOVFREME
. . virtualization formats (e.g.., OVF) to help ensure interoperability? other formats
- Virtualization
IPY-05.2: L
» ... |Do you have documented custom changes made to any hypervisor in use, and all . N N .
Interoperability & Portability L o | . B MEZEAEFHERINE - Yes, Alibaba Cloud has retained relevant records.
. . pecific vir hooks lable for customer review?
- Virtualization
Mobile Security: Controls MOS-01 through MOS-20
MOS-01.1: Do you provide anti-malware training specific to mobile devices as part of your o ] E SRR AT A T RAIR 4 U R R 2 e R B T RS ERYE iR |Yes, the new employee training and annual security training provided by Alibaba
Mobile Security - Anti- information security awareness training? FIHGAE - Cloud both include awareness and skills in malicious code prevention.
MOS-02.1:
X . . .. |Do you document and make available lists of approved application stores for . . Yes, Alibaba Cloud provides a unified platform for employees to download office
Mobile Security - Application N ) ) ) 2 FETRE TR HEE A T T EPARE -
- mobile devices accessing or storing company data and/or company systems? software.
LREIEEY B e estielthetonly B - % B FHAPIN LK S PR I T IER AR Yes, Alibaba Cloud uses automated tools to scan employees' mobile office terminals
Mobile Security - Approved |approved applications and those from approved application stores be loaded = FEJE;K?FUH?] B ET A R LA 2 A0 » KRR T IR . K . L. — i .
L B . g b o to find out if unauthorized software is installed on the mobile terminals.
Applications onto a mobile device?
MOsS-04.1: Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require

Mobile Security - Approved
Software for BYOD

Does your BYOD policy and training clearly state which applications and
applications stores are approved for use on BYOD devices?

2

» [l RIS AHIKBYOD » HAh i #AIFEBYODITFHL) NIFRSAEL e %

GO TEMISE R T A » BRI ARIEEE -

BYOD (such as mobile phones), they need to register with the terminal management
system to bind employees, and they can only access the office network environment.

MOS-05.1: Do you have a documented mobile device policy in your employee training that o e . . S Yes, the security red line followed by Alibaba Cloud clearly specifies the security
Mobile Security - Awareness |clearly defines mobile devices and the accepted usage and requirements for ;%giﬁ’f’g;?;gig* U T B 2 R SR R SR th AT B requirements for mobile devices. At the same time, these requirements are all
A AT o
and Training mobile devices? . = g publicized during the annual security training.
MOS-06.1: Do you have a documented list of pre-approved cloud based services that are

Yes, Alibaba Cloud only allows employees to use the company's self-developed cloud

Mobile Security - Cloud  |allowed to be used for use and storage of company business data via a mobile 2 PRV TR AT BRER ST /RS Ny
) . storage products/services.
Based Services device?
MOS-07.1: Do you have a documented application validation process for testing device, . . ) N Yes, software compatibility is the focus of Alibaba Cloud's basic software
; . ) L R B IR MR B 2O R AR B R S0 AT .
Mobile Security - operating system and application compatibility issues? requirements.
MOS-08.1: Do you have a BYOD policy that defines the device(s) and eligibility requirements ” - = - - rrrr Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require
=, = S 5 3 5 = R
Mobile Security - Device % ety LRy E E‘ij@ﬁ:r\‘ [hy_jj}h "IBYOD N /f%ﬁéﬁ?ﬁBYOD(ﬁuim) W RELIETR A BYOD (such as mobile phones), they need to register with the terminal management
R allowed for BYOD usage? G TAEMSIE R Ty » B R AR I ARSI A y 3
Eligibility system to bind employees, and they can only access the office network environment.
MOS-09.1: Do you maintain an inventory of all mobile devices storing and accessing

5}

> PR EFTA RPN BRI AL A SRR E L 2 G ERETIER -

Yes, all Alibaba Cloud mobile office equipment needs to be registered on the

Mobile Security - Device |[company data which includes device status (os system and patch levels, lost or = AN
Inventory decommissioned, device assignee)? pany 9 4 i
MOS-10.1:
. . . Do you have a centralized mobile device management solution deployed to all _ m YT 3 Yes, Alibaba Cloud has a centralized terminal management system for unified
Mobile Security - Device N i . N 0 M EREEPNAEE AT TR A GGG S - . .
mobile devices that are permitted to store, transmit, or process company data? management of remote working equipment.
Management
MOS-11.1: Doefyour il ijVlC?PDILCy reqa{z.re BT e R ARG B . I ; e e . Yes, Alibaba Cloud ‘s mobile device security policy explicitly requires hard drive
’ ) . |device or for data identified as sensitive enforceable through technology controls = 0 PR BRSNS AR T R e S AR AR A A A TR AL © . . N . i L
Mobile Security - Encryption . . encryption for mobile devices that come into contact with sensitive data.
for all mobile devices?
MOS-12.1: st R s G G B T i - " . Yes, Alibaba Cloud ‘s mobile device security policy prohibits mobile devices
= =, FHIRS N 4% 2 FANEIR A HIRE L % e 0E7s
Mobile Security - Jailbreaking % ) R a yp. . X X ty e M% sﬁigﬁééj‘r%%@&f (TP ATIRAAIRE A SN B2 B (e distributed by the company from bypassing built-in security controls (such as
) controls on mobile devices (e.g., jailbreaking or rooting)? BR) o A A R R T I - . o .
and Rooting jailbreak) and monitoring through terminal management software.
MOS-12.2: Do you have detective and preventative controls on the device or via a o . e e P s . _|Yes, Alibaba Cloud ‘s mobile device security policy prohibits mobile devices
Mobile Security - Jailbreaking |centralized device management system which prohibit the circumvention of built- ﬁ)’ @iggiﬁ%ﬁgﬁiﬁﬁiﬂ:ﬁA FURRAT B RS VA (A distributed by the company from bypassing built-in security controls (such as
and Rooting in security controls? e - jailbreak) and monitoring through terminal management software.
" . . . . Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require
MOS-13.1: Does your BYOD policy clearly define the expectation of privacy, requirements for 2 ] B A FEGBYOD o HofthiS & HIZEBYODHITFAL) TR ZEAE ARG T %

Mobile Security - Legal

litigation, e- discovery and legal holds?

GO TEMSE R T A5 > BRI ARIEEE -

BYOD (such as mobile phones), they need to register with the terminal management
system to bind employees, and they can only access the office network environment.

MOS-13.2:
Mobile Security - Legal

Do you have detective and preventative controls on the device or via a
centralized device management system which prohibit the circumvention of built-
in security controls?

2

» PR ARG A AR TR A R -

Yes, Alibaba Cloud has a unified terminal management system for mobile device
management.




Control ID in CCM

Consensus Assessment Questions

MOS-14:
: 5 Do you require and enforce via technical controls an automatic lockout screen for . . . .
Mobile Security - Lockout ) 2 T ROR SRR RIS A E - Yes, setting the lock screen strategy through technology.
BYOD and company owned devices?
Screen
MOS-15: ) . .
: ) . Do you manage all changes to mobile device operating systems, patch levels and i i . . .
Mobile Security - Operating o 3 X T TR ERFAI T AR E ISR - Yes, all patch updates to the operating system are monitored.
Systems applications via your company's change management processes?
MOS-16.1: D hy d polici terprise issued mobile devi d/or BYOD
. K ayf:u av.e i 22 o G D RS Gl & MEZET AAIE T FE T e RS - Yes, Alibaba Cloud has configured a password security policy through the system.
Mobile Security - Passwords [mobile devices?
MOS-16.2: Are your password policies enforced through technical controls (ie. = [ E ARG PRS2 2 RIS E Yes, Alibaba Cloud systematically implements password security policy configuration
> [ iSRG 5 3 1 Y
Mobile Security - Passwords |MDM)? = ESEESA E¥ Y Y imp p Y pollcy 9
MOS-16.3: Do your password policies prohibit the changing of authentication requirements Yes, Alibaba Cloud's password security policy has authentication-related configuration

Mobile Security - Passwords

(i.e. password/PIN length) via a mobile device?

2 0 TR RHEGEEFs EEANEAESICESER - WEB K -

requirements, such as password length.

MOS-17.1:
Mobile Security - Policy

Do you have a policy that requires BYOD users to perform backups of specified
corporate data?

S 0 TR REE RN T HiBYOD » Hofth B A A0 FEBYOD(IFAIL) M FFSEAE AU B &
Gt TEMASE R TG > B E R MAFIEEREE » [ - 281k 704 £BYODH
e BTN -

Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require
BYOD (such as mobile phones), they need to register with the terminal management
system to bind employees, and they can only access the office network environment.
At the same time, local storage of office data on BYOD devices is prohibited.

MOS-17.2:
Mobile Security - Policy

Do you have a policy that requires BYOD users to prohibit the usage of
unapproved application stores?

o FIE RN HINBYOD » Hifil % & IFBYODEIFHL) T EALLA B £
G TEMANE R TG > B E R MAFIEEREE » B - 281k 704 £BYODHY
e BTN -

Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require
BYOD (such as mobile phones), they need to register with the terminal management
system to bind employees, and they can only access the office network environment.
At the same time, local storage of office data on BYOD devices is prohibited.

MOS-17.3:
Mobile Security - Policy

Do you have a policy that requires BYOD users to use anti-malware software
(where supported)?

o FIE RSN HINBYOD » Hifil % & IFBYODEIFHL) MIFEALLA N B £
SEHTAEME R T A6y - BRI AREIRE - FIR - £E1EIA%EEFEBYODHY
e BT AMAEE -

Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require
BYOD (such as mobile phones), they need to register with the terminal management
system to bind employees, and they can only access the office network environment.
At the same time, local storage of office data on BYOD devices is prohibited.

Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require

MOS-18.1: B TR TIN s Hof — e R 2
el Sy - R Does your IT provide remote wipe or corporate data wipe for all company- = #HEE*JJ:)HHA EE‘”EBYED ,\{ﬁl%réﬁE%B;OD(#ﬂﬂﬁ}L) M%/%E" T EH A BYOD (such as mobile phones), they need to register with the terminal management
- ST S 5 A AN o [Elt > FRAE ]
Wi Z accepted BYOD devices? %gz’i?ﬁ:ﬁ;;égw BAETVA A « [N 21T ARURAEBYODHY system to bind employees, and they can only access the office network environment.
B L HET Al At the same time, local storage of office data on BYOD devices is prohibited.
MOS-18.2: . 3 5 m q - q 3
. ) Does your IT provide remote wipe or corporate data wipe for all company- . ; . U Yes, Alibaba Cloud provides the ability to remotely erase device data for devices
Mobile Security - Remote . . . 2 PR A AR R S R G AL R A R IRE ) - -
Wipe assigned mobile devices? exposed to sensitive data.
MOS-19.1: g 5 " 3 H i q a
X . . Do your mobile devices have the latest available security-related patches . s . . i Yes, Alibaba Cloud uses unified management of terminal security software to ensure
Mobile Security - Security | . . 0 MR B AT SRR — B ARIE S bt T R T . . o
s installed upon general release by the device manufacturer or carrier? that security patches on devices are updated in a timely manner.
MOS-19.2: N . . m e 3 a
X . 5 Do your mobile devices allow for remote validation to download the latest e . . i Yes, Alibaba Cloud allows mobile devices to remotely download the latest security
Mobile Security - Security i 2 FRER AT TR E R T -
security patches by company IT personnel? patches.
Patches
- e " g _ e e Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require
MOS-20.1: Does your BYOD policy clarify the systems and servers allowed for use or access 2 FIERSIEN)ARIEBYOD » St EAIFHBYODCNTAL) MFHEIE I EH & BYOD (such as mobile phones), they need to register with the terminal management

Mobile Security - Users

on the BYOD-enabled device?

G TEMSE R TG > B E R MARIEEREE » B - 281k 70 4 £BYODHY
W BT -

system to bind employees, and they can only access the office network environment.
At the same time, local storage of office data on BYOD devices is prohibited.

MOS-20.2:
Mobile Security - Users

Does your BYOD policy specify the user roles that are allowed access via a BYOD-
enabled device?

2 0 PR ZEE RN I HIHBYOD - ot i & A1 FRBYODIFAIL ) MIFRZEAE LU B HE
G TEMAER TEG » BRI RITMARZEERSE - [FE - 251E 7 A%HEEBYODHY
et ERHTAMTERE -

Yes, Alibaba Cloud prohibits BYOD for office computers. For other devices that require
BYOD (such as mobile phones), they need to register with the terminal management
system to bind employees, and they can only access the office network environment.
At the same time, local storage of office data on BYOD devices is prohibited.




Control ID in CCM

Consensus Assessment Questions
Security Incident Management, E-Discovery & Cloud Forensics: Controls SEF-01 through SEF-05

SEF-01.1:

Security Incident
Management, E-Discovery &
Cloud Forensics -
Contact/Authority
Maintenance

Do you maintain liaisons and points of contact with local authorities in
accordance with contracts and appropriate regulations?

& PR EEHEARER R (211S027001/27017/27018% ) Hir e HAFEETE
CEERI - WE B R HEERE > SENESINIESIMENLH

Yes, Alibaba Cloud establishes security incident management processes in accordance
with relevant international standards (such as 15027001/27017/27018, etc.), including
processes such as discovery, investigation, notification, resolution, and review,
including customer communication and collaboration mechanism

SEF-02.1:
Security Incident
Management, E-Discovery &
Cloud Forensics
- Incident Management

Do you have a documented security incident response plan?

S R ERIEHAERIRAE (A11S027001/27017/27018% ) 1% £ HFE T2
CEELI I B R ERERE . BEWES I ESMEILG

Yes, Alibaba Cloud establishes security incident management processes in accordance
with relevant international standards (such as 15027001/27017/27018, etc.), including
processes such as discovery, investigation, notification, resolution, and review,
including customer communication and collaboration mechanism

SEF-02.2:

Security Incident
Management, E Discovery &
Cloud Forensics
- Incident Management

Do you integrate customized tenant requirements into your security incident
response plans?

S PR ERIEHEAERRIRAE (A115027001/27017/27018% ) 1% £ HFE TR
CEELI I B R ERERE . BaWES I ESMEILG

Yes, Alibaba Cloud establishes security incident management processes in accordance
with relevant international standards (such as 15027001/27017/27018, etc.), including
processes such as discovery, investigation, notification, resolution, and review,
including customer communication and collaboration mechanism

SEF-02.3:
Security Incident
Management, E-Discovery &
Cloud Forensics
- Incident Management

Do you publish a roles and responsibilities document specifying what you vs. your
tenants are responsible for during security incidents?

& TRRANZEEEBSRSINAEH RIS P SPERNTHE S

Yes, the responsibilities of the customer and Alibaba Cloud have been stated in
Alibaba Cloud's security white paper and service agreement.

SEF-02.4:
Security Incident
Management, E-Discovery &
Cloud Forensics
- Incident Management

Have you tested your security incident response plans in the last year?

& PR REEE DT - RES BRI B ST

Yes, Alibaba Cloud reviews and tests security incident response processes at least once
a year

SEF-03.1:

Security Incident
Management, E-Discovery &
Cloud Forensics - Incident
Reporting

Does your security information and event management (SIEM) system merge
data sources (app logs, firewall logs, IDS logs, physical access logs, etc.,) for
granular analysis and alerting?

& PR R F AT R E SRR HEER  (FhESEES f i AR

Yes, Alibaba Cloud automatically collects relevant log information in a systematic
manner as the basis for subsequent investigations and audits

SEF-03.2:

Security Incident
Management, E-Discovery &
Cloud Forensics - Incident
Reporting

Does your logging and monitoring framework allow isolation of an incident to
specific tenants?

2 MESKBERRERE (#11S027001/27017/27018% ) BUZEBHERTIE
- BERKRY AT - BR - BR ERSRE  GSNEFKIBSIMENS

Yes, Alibaba Cloud establishes security incident management processes in accordance
with relevant international standards (such as 15027001/27017/27018, etc.), including
processes such as discovery, investigation, notification, resolution, and review,
including customer communication and collaboration mechanisms

SEF-04.1:

Security Incident
Management, E-Discovery &
Cloud Forensics - Incident
Response Legal Preparation

Does your incident response plan comply with industry standards for legally

dmissible chain-of-custody g processes and controls?

2 MESKBERRERRE (#11S027001/27017/27018% ) BIUZEBHERRIE
- BERKRY AT - BR - BR - ERSRE  GSNEFKIBSIHMENS

Yes, Alibaba Cloud establishes security incident management processes in accordance
with relevant international standards (such as 15027001/27017/27018, etc.), including
processes such as discovery, investigation, notification, resolution, and review,
including customer communication and collaboration mechanisms

SEF-04.2:

Security Incident
Management, E-Discovery &
Cloud Forensics - Incident
Response Legal Preparation

Does your incident response capability include the use of legally admissible
forensic data collection and analysis techniques?

2 MESKBERRERE (#11S027001/27017/27018% ) BIUZEBHERTRIE
- BRKRY AT BR - BR - ERSRE  GSNEFKIBSIMENS

Yes, Alibaba Cloud establishes security incident management processes in accordance
with relevant international standards (such as 15027001/27017/27018, etc.), including
processes such as discovery, investigation, notification, resolution, and review,
including customer communication and collaboration mechanisms

SEF-04.3:

Security Incident
Management, E-Discovery &
Cloud Forensics - Incident
Response Legal Preparation

Are you capable of supporting litigation holds (freeze of data from a specific
point in time) for a specific tenant without freezing other tenant data?

2 MESKBERRERRE (#11S027001/27017/27018% ) BUZEBHERTRIE
- BRKRY AT - BR - BR - ERSRE  GSNEFKIBSIMENS

Yes, Alibaba Cloud establishes security incident management processes in accordance
with relevant international standards (such as 15027001/27017/27018, etc.), including
processes such as discovery, investigation, notification, resolution, and review,
including customer communication and collaboration mechanisms
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SEF-04.4:

Security Incident
Management, E-Discovery &
Cloud Forensics - Incident
Response Legal Preparation

Do you enforce and attest to tenant data separation when producing data in
response to legal subpoenas?

2 MESKBERRERRE (#11S027001/27017/27018% ) BUZEBHERTRIE
- BERKRY AT - BR - BR - ERSRE  GSNEFKIBSIMENS

Yes, Alibaba Cloud establishes security incident management processes in accordance
with relevant international standards (such as 15027001/27017/27018, etc.), including
processes such as discovery, investigation, notification, resolution, and review,
including customer communication and collaboration mechanisms

SEF-05.1:
Security Incident
Management, E-Discovery &
Cloud Forensics

Do you monitor and quantify the types, volumes and impacts on all information
security incidents?

2 UEEEEEARAEN AL R RIIRRE Y

Yes, when an information security incident occurs, the corresponding process records
will be fully recorded and reviewed

- Incident Response Metrics
SEF-05.2:

Security Incident
Management, E-Discovery &
Cloud Forensics
- Incident Response Metrics

Will you share statistical information for security incident data with your tenants
upon request?

I
'S
i
G
g

EHEPIE SR PR RS RNSE P FS AR

Yes, when information security incidents affect customers, Alibaba Cloud will
synchronize the progress with customers in a timely manner

Supply Chain Management, Transparency and Accountability: Controls STA- 01 through STA-09

Accountability - Data Quality
and Integrity

STA-01.1:
Supply Chain M t, |De i t and t for dat i d iated risks, and work _ " 4 o " . . . L
uppTyransj)I:renac;aag:dmen w:')tl{;‘:::r,Sc’?(euczdzZp:;D::ai;O;a:tn‘:Zu;lctyari;rcot,:hae,;ﬂassocm ed risks, and wor 2 MEZCSAHIEHNBHEENE - Bt WENEHE 7 BIBLENEEMNEHEIL |Yes, Alibaba Cloud has established supplier management policy, but it is not currently

TEME=FBIBELREE TS -

relying on partners to deliver products

STA-01.2:

Supply Chain Management,
Transparency and
Accountability - Data Quality
and Integrity

Do you design and implement controls to mitigate and contain data security
risks through proper separation of duties, role-based access, and least- privileged
access for all personnel within your supply chain?

2 MEZCAHNERNEEERNE - BHNHRNEHE T BELENERMEHEL
TEME=FBIBELREE TS -

Not applicable, although Alibaba Cloud has established supplier management policy,
but it has not relied on partners to deliver products

STA-02.1:

Supply Chain Management,
Transparency and
Accountability - Incident
Reporting

Do you make security incident information available to all affected customers
and providers periodically through electronic methods (e.g., portals)?

2 AERREBHVENELN  WERARNSEFESLIEHE

Yes, when information security incidents affect customers, Alibaba Cloud will
synchronize the progress with customers in a timely manner

STA-03.1:

Supply Chain Management,
Transparency and
Accountability -
Network/Infrastructure
Services

Do you collect capacity and use data for all relevant components of your cloud
service offering?

2 0 PR U IR S (b an IR S E T

Yes, Alibaba Cloud collects this information to adjust and optimize product service
capabilities

STA-03.2:
Supply Chain Management,
Transparency and
Accountability -
Network/Infrastructure
Services

Do you provide tenants with capacity planning and use reports?

NA

AEM, FP A RIE R R B S SRR, SRR Z S SR TR ORI
i3

Not applicable, the customer's use of resources is managed and planned by the
customer, and has no direct relationship with Alibaba Cloud's own resource
management

STA-04.1:

Supply Chain Management,
Transparency and
Accountability - Provider
Internal Assessments

Do you perform annual internal assessments of conformance and effectiveness of
your policies, procedures, and supporting measures and metrics?

& PR R IEHRE R RE (411S020000) IR FKPEHRIE - BOEFE—REH
BERRZS KN

Yes, Alibaba Cloud establishes service level management processes in accordance with
relevant international standards (such as 1ISO20000), and reviews the content of the
service level agreement at least once a year

STA-05.1:

Supply Chain Management,
Transparency and
Accountability - Supply Chain
Agreements

Do you select and monitor outsourced providers in compliance with laws in the
country where the data is processed, stored and transmitted?

& B HAEAZINVEIRAIEE » HEARERN S EEAHE

Yes, although Alibaba Cloud currently does not have outsourced data processors, it
has formulated corresponding protocols and management policies.

STA-05.2:

Supply Chain Management,
Transparency and
Accountability - Supply Chain
Agreements

Do you select and monitor outsourced providers in compliance with laws in the
country where the data originates?

& B HAEAZINVEIRAREE » HEARERN S ST

Yes, although Alibaba Cloud currently does not have outsourced data processors, it
has formulated corresponding agreements and management policies.




Control ID in CCM

STA-05.3:
Supply Chain Management,
Transparency and

Accountability - Supply Chain

Agreements

Consensus Assessment Questions

Does legal counsel review all third- party agreements?

2 IR RAIFTA YN ES i S ATRA A B S A

Yes, all Alibaba Cloud agreements are reviewed and checked by the legal team

STA-05.4:
Supply Chain Management,
Transparency and
Accountability - Supply Chain
Agreements

Do third-party agreements include provision for the security and protection of
information and assets?

2 PR ZAERN R EIRE N EM AL S SIRIERTER » BRI ERNAA
FHRIE K - HiREER R U IEA R A ZER

Yes, Alibaba Cloud has included security and privacy related requirements in the
supplier management process, and included the corresponding management
requirements in the contract between the two parties to ensure that the supplier must
comply with the relevant requirements

STA-05.5:
Supply Chain Management,
Transparency and
Accountability - Supply Chain
Agreements

Do you provide the client with a list and copies of all sub-processing agreements
and keep this updated?

NA

R PR HATA 2 MR A

No applicable, Alibaba Cloud currently has no outsourced data processors

STA-06.1:
Supply Chain Management,
Transparency and
Accountability - Supply Chain
Governance Reviews

Do you review the risk management and governance processes of partners to
account for risks inherited from other members of that partner's supply chain?

2 MEZNEEBNNEANAZESRIMERER  H B THRESES
HFRRK - HERELNIRGHIARS5RE ]

Yes, Alibaba Cloud's contract template has included security and privacy related
requirements, and explained the inspection and audit requirements for suppliers to
ensure supplier service capabilities

STA-07.1:
Supply Chain Management,
Transparency and
Accountability - Supply Chain
Metrics

Are policies and procedures established, and supporting business processes and

imp d, for ing complete, accurate and
relevant agreements (e.g., SLAs) between providers and customers (tenants)?

technical measur

2 MEZNEEBNNEANAZESRIMERER  H B T HRREIGES
HFRRK - HERELRIRGHIARF5HE ]

Yes, Alibaba Cloud's contract template has included security and privacy related
requirements, and explained the inspection and audit requirements for suppliers to
ensure supplier service capabilities

STA-07.2:

Supply Chain Management,
Transparency and
Accountability - Supply Chain
Metrics

Do you have the ability to measure and address non- conformance of provisions
and/or terms across the entire supply chain (upstream/downstr eam)?

2 - MEZNEEBNNEANAZESRIMERER  H B TR ESES
HHRRK - HERELRIRGHIARSRE ]

Yes, Alibaba Cloud's contract template has included security and privacy related
requirements, and explained the inspection and audit requirements for suppliers to
ensure supplier service capabilities

STA-07.3:

Supply Chain Management,
Transparency and
Accountability - Supply Chain
Metrics

Can you manage service-level conflicts or inconsistencies resulting from
disparate supplier relationships?

2 - MEZNEEBNNEANAZESRIMERER  H B TR EGES
HHRRSK - HCRELRIRGHIARS5RE ]

Yes, Alibaba Cloud's contract template has included security and privacy related
requirements, and explained the inspection and audit requirements for suppliers to
ensure supplier service capabilities

STA-07.4:

Supply Chain Management,
Transparency and
Accountability - Supply Chain
Metrics

Do you review all agreements, policies and processes at least annually?

2 - MEZNEEBNNEANAZESRIMERER  H BN TR EISES
HHRRK - HCRELRIRGHIARF5HE ]

Yes, Alibaba Cloud's contract template has included security and privacy related
requirements, and explained the inspection and audit requirements for suppliers to
ensure supplier service capabilities

STA-08.1:

Supply Chain Management,
Transparency and
Accountability - Third Party
Assessment

Do you assure reasonable information security across your information supply
chain by performing an annual review?

2 MEZNEEBNNEANAZESRIMERER  H B TR EISES
HHRRK - HCRELRIRGHIARS5HE ]

Yes, Alibaba Cloud's contract template has included security and privacy related
requirements, and explained the inspection and audit requirements for suppliers to
ensure supplier service capabilities

STA-08.2:

Supply Chain Management,
Transparency and
Accountability - Third Party
Assessment

Does your annual review include all partners/third- party providers upon which
your information supply chain depends?

2 - MEZNEEBNNEANAZESRIMERER  H BN TR EISES
HFRRSK - HCRELRIRGHIARF5RE ]

Yes, Alibaba Cloud's contract template has included security and privacy related
requirements, and explained the inspection and audit requirements for suppliers to
ensure supplier service capabilities

STA-09.1:

Supply Chain Management,
Transparency and
Accountability - Third Party
Audits

Do you permit tenants to perform indep ility ?

52 0 BRI E OB TR S

Yes, customers can conduct vulnerability scan assessments of their own resources

STA-09.2:

Supply Chain Management,
Transparency and
Accountability - Third Party
Audits

Do you have external third party services conduct vulnerability scans and
periodic penetration tests on your applications and networks?

2 0 IR REDEEFEER I T IINRSENR

Yes, Alibaba Cloud requires third-party to conduct external penetration testing at least
once every six months




Management - Mobile Code

Control ID in CCM Consensus Assessment Questions \CH No N/A Notes in Chinese
Threat and Vulnerability Management: Controls TVM-01 through TVM-03
TVM-01.1:
Threat and Vul bilits e D e e i RS e e T e oo v et o P I - . — Yes, Alibaba Cloud has established a malware protection mechanism on the cloud
reat and Vulnerabili b o i F ’ %7 R AEE R 7 . . . L A
. v y L e a 4 Y 2 FRAEAT G ML TERRAIPUH » SHERZ 2 PO RISERRITI platform side, and provided malware protection capabilities in the Cloud Security
Management - Anti- service offerings installed on all of your systems? Tt A -
. L Center for customers to use.
Virus/Malicious Software
TVM-01.2: 3 . N 5
Threat and Vulnerabilit; Do you ensure that securiy threat detection systems using signatures, lists or Yes, Alibaba Cloud's intrusion detection and protection system is continuous|
"Y' Nbehavioral patterns are updated across all infrastructure components within Y 2 FIEEHI AR GRS > DURIESS SR s i & 2 - ) . i % 2
Management - Anti- ) 5 updated to ensure the detection and detection of external threats.
. . industry accepted time frames?
Virus/Malicious Software
TVM-02.1:
Threat and Vulnerability . . . . " L
A Do you conduct network-layer vulnerability scans regularly as prescribed by v 2 [ B EHAATIN - 250 RN AR A T LR Tl B 5T |Yes, Alibaba Cloud regularly performs vulnerability scans at the network, system, and
g. 5 industry best practices? B application layers. The tools for vulnerability scans follow industry best practices.
Vulnerability/Patch
Management
TVM-02.2:
Threat and Vulnerability i L . . . . L
A Do you conduct application-layer vulnerability scans regularly as prescribed by v = [ B EHIITR - 2% RN RN A T B Tl S 5T |Yes, Alibaba Cloud regularly performs vulnerability scans at the network, system, and
g. 5 industry best practices? B application layers. The tools for vulnerability scans follow industry best practices.
Vulnerability/Patch
Management
TVM-02.3:
Threat and Vulnerability . . ) . " "
A Do you conduct local operating system-layer vulnerability scans regularly as v 2 [ B EHAA TS ~ 2GR AR o R A T B R E Tl S5 | Yes, Alibaba Cloud regularly performs vulnerability scans at the network, system, and
g. 5 prescribed by industry best practices? B application layers. The tools for vulnerability scans follow industry best practices.
Vulnerability/Patch
Management
TVM-02.4:
Threat and Vulnerability . .
will ke th it Inerability ilable to t ts at th
Management - relu)e/:t‘; P el el St e 0 e S N & o IR H A AR I A R R R - No, Alibaba Cloud doesn't provide the scan results to customers.
Vulnerability/Patch P
Management
TVM-02.5: m n Al 3
Threat and .Vl il Yes, Alibaba Cloud establishes change management policy in accordance with relevant
re:A::a e:]:;a "D you have a capability to rapidly patch vutnerabilties across all of your v 2 R RIERSE A (111S020000/27001/CSA-STAR/PCI-DSS%; ) iy 45/ |international standards (such as 15020000/27001/CSA-STAR/PCI-DSS, etc).
vl i'l' /Patch computing devices, applications and systems? FHHE Fh T AT £ A R AR S B AR N A ER BN Vulnerability patch packages can be deployed to the corresponding environment
ulnerability/Patc through the change process
Management
TVM-02.6: m P 8 f
Threat and .Vl il No, only vulnerability notifications are sent to the outside, but Alibaba Cloud already
re:/l:nna e:]z:;a ity Will you provide your risk-based systems patching time frames to your tenants N & o WM E RS - (EE B NS E A RSEREEE LS aaE R SRR e |has a standard vulnerability patching mechanism, including rating and corresponding
gel upon request? R - BRI ESEA T EMN repair deadlines. Patched notifications will be posted on the official website
Vulnerability/Patch .
simultaneously.
Management
TVM-03.1: Is mobile code authorized before its installation and use, and the code
Threat and Vulnerability  |configuration checked, to ensure that the authorized mobile code operates NA  IRiEH, BIEZF &R MEHBIRIG Not applicable, Alibaba Cloud platform does not rely on mobile code
Management - Mobile Code |according to a clearly defined security policy?
TVM-03.2:
Threat and Vulnerability /s all ized mobile code pi d from executing? NA  |R&EH, BiHE 7 G R8BSR Not applicable, Alibaba Cloud platform does not rely on mobile code




